Po3sfin 4
AKTYAIbHI NMPOBJIEMW
EKOJNNOTN4YHOIO TA 3EMEJIbHOIO NMPABA

DOI: 10.33663/0869-2491-2021-32-245-257
YOK 341.3. 349
H.P.MAJINLLEBA,
O0OKMOop ropUOUYHUX HayK, npogecop
akademik HAlpH YkpaiHu
ORCID: 0000-0001-6630-227X

KIBEPBE3MNEKA KOCMIYHOI AIANIbHOCTI TA MOXITUMBOCTI
il SABE3NEYEHHSA 3ACOBAMU MDKHAPOHOIO MPABA

Cmammsi npucesuena 00CIiOHCEeHHIO AKMYATbHUX NPOOIeM YOe3neyeHHs KOCMIYHOT Oisiib-
HOCMI 6i0 KiOep3nouUHHOCMI 3aco6amMu MIJCHAPOOH020 NPasd. AHANIZYIOMbCs YUHHI NPABOGT
iHCmpymenmu, SKi 30amHi ROCMAgUMU 3AC/IiH NOWUPEHHI0 Kibepamak Ha KOCMIYHY iH@pa-
cmpykmypy. I[Tiokpecnioemucs, wjo 8 ymogax 6i0CymHOCmi KOMIIEKCHO20 MIJNCHAPOOHO-NPABO-
6020 aKmMa, NPeoMenom CReyianbHO20 Pe2yIo8aHHs IKO20 cmanu 6 6iOHOCUHU w000 Kibepbes-
neku, HeoOXiono 00 GIONOGIOHOI chepu 3 NEGHUMU 3ACMEPENCEHHAMU 3ACMOCO8Y8AMU YUHHI
HOpMU MPAOUYILHUX 2aLy3ell MIDCHAPOOHO20 NPasa: npasa 30POUHUX KOHGIIKMIE, KOCMIUHO-
20, NOGIMPAHO20, MOPCHKO20 MA iH.

Knrwouosi cnosa: xibepbesnexa, Kibep3104uHHICMb, KOCMIYHA OIANbHICIb, KPUMUYHA KOC-
MiuHa IHpacmpyKmypa, MidcHapooHe npaego, HAYIOHAIbHE 3AKOHOOABCMEO.

Manviuesa H. P. Knéep6e30nacHOCTh KOCMHYECKOI 1eATeJbHOCTH H BO3MOKHOCTH
ee ofecneyeHHs CPeICTBAMH MEKIYHAPOIHOI0 NpaBa

Cmambvs nocesiujena uccie008anuio akmyaibbix npobiem obecneyenust 6e3onachocmu
KOCMUYECKOU 0essmelbHOCMU Om KUOGepnpecmynHocmu cpeocmeamu MexicOyHapooHo2o npasa.
Ananusupyromes delicmayroujue npagogvle UHCMPYMEHMbl, KOMopbvle CHOCOOHbL NOCMAGUMb
3aCNOH PACHPOCMPAneHuio Kubepamax Ha Kocmuueckyio ungpacmpyxkmypy. [loouepkusaemces,
4Umo 8 YCI0BUAX OMCYMCMBUS KOMIIEKCHO20 MENCOYHAPOOHO-NPABOBO20 AKMA, NPeOMemom
CReYUANIbHO20 PecyIUPOBaHUs KOmopo2o cmanu Obl OMHOWEHUsi NO Kubepbe3onacHocmu,
HEobX00UMO K coomeemcmeayrouell cjhepe ¢ OnpedeseHHbIMU 02080PKAMU NPUMEHSIMb Oeli-
cmeyroujue Hopmvl MpaAOUYUOHHBIX OMPACiell MeXCOYHAPOOHO20 NPasa. NPAaBa 600PYHCEHHBIX
KOH@IUKNOB, KOCMUUECKO20, B030VULHO20, MOPCKO20 U Op. Ommeuaemcst poib HAYUOHATLHBIX
3aKonodamenbcms 6 coomeememsyioujell cghepe.

Kniwoueswie cnosa: kubepbesonacnocmo, KubepnpecmynHocmp, KOCMU4eckas 0esimenbHo-
CMb, KPUMUYECKas: KOCMUYecKas: UHPpacmpyKmypd, mMejcoyHapoonoe npaso, HayuoHAaIbHoe
3AKOHOOAMENLCMBO.

Malysheva Nataliia. Cybersecurity of space activities and the possibility of ensuring
it by means of international law.

The article is devoted to the study of topical problems of ensuring the space activities safety
from cybercrime by means of international law. The current legal instruments which are able to
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put a barrier to the spread of cyberattacks on space infrastructure are analyzed. It is emphasized
that taking into account the absence of a comprehensive international legal act regulating
relations on cybersecurity, it is necessary to apply to the relevant area, with certain reservations,
the existing norms of traditional braunches of international law: the law of armed conflicts,
space, air, sea law, etc. The role of national legislations in the relevant field is noted.

Key words: cybersecurity, cybercrime, space activities, critical space infrastructure,
international law, national legislation.

IMocranoBka npo6aemu. CTBOPEHHsI HOBUX CHCTEM 3B 53Ky, HaBirauii, CymyT-
HUKOBI T€JIEKOMYHIKallii, TUCTAHIIMHINA MOHITOPUHT IPUPOIHUX PECYPCiB 3 OO~
MOTOI0 aePOKOCMIYHUX 3aC00iB, 3aM00IraHHs HAJ3BHYAHAM CUTYAIlisIM TIPUPOTHO-
IO 1 TEXHOTEHHOTO TIOXOPKEHHSI Ta 1HII HAPSMHU PO3BUTKY KOCMIUYHMX TEXHOJOTIH
yXKe JaBHO YBIHIIUTH B ITOBCSK/JCHHE )KUTTS JIFOACTBA, JAJH MiJCTaBU JUI aKTUBHOI
yBaru CBITOBOTO CIIIBTOBAPHCTBA IO KOCMIYHOTO IIPOCTODY.

Bonnouac Ha 3mami XX i XXI CTONITE aKTUBHOTO OCBOEHHS 3a3HaB IIE OJUH
BaKJIMBUH AJIs JIFOJCHKOT LIMBIMI3aIi] M0OanbHUM MIPOCTip — KibepHETUYHUI, TOCTYTI
JI0 SIKOTO TI€I0 UM 1HIIOK MipOI0 Hapasi Ha IIaHETi MaloTh OIM3bKO 5 MIIPJ JIOACH.
Iopsia 3 6e3yMOBHMMH CTPATETIYHUMHM 1 TAKTUYHAMH TIepeBaraMu, siKi 1MOB’s3aHi 3
BHUKOPHCTaHHSM KiOEpIIpOCTOpY, B OCTaHHI pOKH Jenali Oiiblry TypOOTy JAepiKas,
MDKIEp)KaBHUX 00’€lHaHb, Oi3HEC-CTPYKTYp BUKIMKA€ HOro BpasiIMBICTh, TOOTO
JOCTYITHICTD JIJIsl PI3HOTO POy BTPYYaHb i, IK HACNTIOK, — 3001B. B ocTaHHI poKu
TIepe/1 JIFOICTBOM MOCTANIN MPOOIIEMH, OB’ sI3aHi 3 TIOSBOIO Ta CTPIMKHM 3POCTAHHSIM
HOBOTO BT 3JIO4MHHOCTI, 1110 Ma€ Pi3Hi MPOsIBY, aJie OTPUMaJIa y3arajJbHIOKYy Ha3-
BY «KiOEp3/I0YMHHICTBY. 3a CTAaTUCTUYHUMM IIi{paXyHKaMu, KibepaTaku B ycix cde-
pax 3pocTaroTh 3 KOXKHUM pokoM. [enepanbuuii cekperap OOH Antonio I'yrrepent
OIIIHMB LIOPiYHI 30MTKHU BiJ KiOEP3JIOUMHHOCTI Y CBIiTi B po3Mipi 1,5 TpiH monapis.
3a mporHo3aMu eKclepTiB 3 KibepOesneku, y MallOyTHbOMY KilbKiCTb 3JIOYMHIB 1
30HMTKIB Bifl Kibeparak JIMIe 3pocTaTuMe, aJke 3a3BUYail MpaBONMOPYIIHAKY HIyTh
LIOHAMMEHIIIE Ha KPOK TONepely MEXaHi3MiB, SIKi BIPOBaKYIOTh JIEpXKaBHI OpraHu
Ta NPUBATHI 0cOOU 1I0/10 3ar100iraHHs 1 PO3KPUTTS TAKUX 3JI0UUHIB.

Kibep3arpo3u BILUIMBalOTb Ha pi3Hi cepu KUTTA cycninberBa. OcoOnusuit
BIUTUB BOHH YMHATH Ha KOCMIYHY JisUTbHICTH, BUBOILSYH 3 JIa Iy KOCMIUHI CHCTEMH SIK
Ha3eMHOI, TaK 1 KOCMiuHOI iH}pacTpykTypu. 3abe3neueHHs KibepOe3nekn Kocmiu-
HOI JisUTBHOCTI MiANaAae Mmij] 3araibHi 3acaiy Ta MPUHIUIN 301HCHEHHS AisJIbHOCTL
Y BiAMOBITHI#H cepi, BOMHOUAC MAE CYTTEBI 0COOIMBOCTI, OB’ sI3aHi 31 CIIEU(IKOI0
KOCMOHABTHKH, 1 YHIKAJILHIM XapaKTepoM, CYTTEBUMH O3HAKAMHU BPa3JIMBOCTI, 3a-
rajbHOIUIaHETapHUMU MaciiTabaMu caMoi KOCMiYHOI AisSIBHOCTI i BUKOPUCTAaHHS 11
HACJIAKIB, PEXKUMOM CEKPETHOCTI JOCTYIY O KOCMIYHUX TEXHOJOT1H TOIIO.

Memoro NaHO1 CTATTi € BUSBJICHHS SIK MOXXJIMBOCTEH, TaK i OOMEKEHb y BHPi-
LIEHHI IPaBOBUMU 3aco0aMu podneM KiGep3nounHHOCTI B KOCMiuHil cdepi 3 Bpa-
XyBaHHSM HacaMIlepe]l MKHApOIHO-IIPABOBOTO KOHTEKCTY.

Cmyninb po3pobnenocmi npoonemu. JIo aHajizy OKpEeMHX ACMEKTIB JaHOI Mpo-
OJIeMaTHKH TiJl PI3HUMH KyTaM{ 30py 3BEpPTANUCS BITUM3HSHI Ta 3apyObKHI HAyKOBIIi:
J.B. JIy6oB!, IT. Binenuyk i M. Mauniit?, H.P. Mamesa i A.M.T'yposa®, J1. JliBiHrcToH i
I1.JIesic*, C. Cebekin®, IT. {yrran®, O. bBapan-JKeni’, ®. lIpaep, b. Bikc, T. Binkiep® Ta in.

Buknao ocnoenozo mamepiany. Kibeprnpocrip — 1ie BIpTyaJIbHHIA TPOCTIp, MOSI-
Ba SIKOTO OB s3aHa 3 I00AJIFHOIO 1H(OPMaTH3aLI€I0 BCiX cep MIOICHKOTO SKUTTS,
OypXJIMBHM PO3BUTKOM iH(OpMAIiHHO-KOMYHIKAIIHHUX TexHouorii. Lleit mpoctip
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CKJIATAETHCS 3 TI00AIBHOTO B3aEMO3B’SI3KY KOMIT IOTEPU30BAaHOTO H(POBOTro 00-
JIQJIHAHHS 1711 0OpOOKH JaHUX, IHPOPMAIIMHUX TEXHOJIOTIH, TeleKOMYHIKaiHHIX
Mepek, iHdopmaniiHux cucteM. IHdpacTpyKkTypa BiIIIOBIAHOIO NPOCTOPY — 1€ HE
numre cucteMa [HTepHET — BIIKpHTa Mepexka MepeX, sSKa € HOro emineHTpoM; Ie
TaKOXX Pi3HOTO POy MPUBATHI, HAI[IOHAJIBHI, TPAHCHAIIIOHAJIBHI Ta 1HIII MEPEXi.

Vike cTano Maibke OJHOCTAIHUM CIPUHHATTS KiOEpHETUYHOTO IIPOCTOPY, LIbOTO
IIPUHIUIIOBO HOBOTO (HereorpadiyHOro) mpocTopy, K m’°stoi cdepu mporundopcrea
(mmicist 3eMuti, TOBITPSI, MOPS Ta KocMocy ).

Kocmiunuii 1 KiOEpHETHUHHIA MPOCTOPH € TICHO MEPEIJICTCHUMH 1 3aJIC)KHUMHU
OJIVH BiJ] OTHOTO. 30KpeMa, BapTO 3a3HAYUTH, 1110 KHUTTEBO HEOOXiIHI JIFOACTBY KOC-
MIYHI TEXHOJOTI] He MOXYTb CTBOPIOBATHCS if eKCILTyaTyBaTHCs 0€3 3aCTOCYBAaHHS
KOMIT' FOTEPHUX TEXHOJOTiA. A OCTaHHI CTalOTh AeAali BPa3IUBIIIUMH 3 OOKy Ki-
Oep3nounHLiB. HaifuacTimiMuy ypakeHHAMHU TYT € 3aKJIMHIOBaHHS (CTBOPEHHS Iepe-
Koz y po6ori), crydinr (y3yprauis) Ta 3;moM cucteM (xakepetso)'’. Kibepsnounuu
B)XKe MIPOJEMOHCTPYBAIH MOMXIIMBOCTI HECAaHKIIIOHOBAHOTO BIUTHBY Ha BCi CHCTEMH
1 crazii ynpaBiIiHHS CylyTHUKAMH Y€pe3 OTPUMaHHS HEMPaBOMIPHOTO JOCTYILY JI0
CYIyTHUKOBUX 1H(QOpMaLiHIX CUCTEM, IOCATAHHS Ha HEIOTOPKAHHICTb, LHIJICHICTh
CYNMYTHUKOBHX JIaHHX, iX BHKPAJCHHsI, IEPEHANPABICHHS MAaCUBIB COHSYHUX MaHe-
JIei Ha CAaMO3HHMIIICHHS Ta HAaBITh 3MIHH TPAEKTOPIi CYIyTHHKIB, 10 MOXKE BUKJIMKA-
TH iX 3ITKHEHHs, PyHHIBHUIBIUIMB Ha Pi3HOTO POLY 00’ €KTH KPUTUYHOI KOCMIUHOI
inppacrpykrypu''. Kpim BiacHe mporpamMHOro 3a0e3redyeHHs] CaMuX CyMyTHHKIB,
00’€KTOM KibepaTak MOXKYTh CTATH CUTHAJIM MiXK CYITyTHHKAMH Ta Ha3eMHOIO iH(ppa-
CTPYKTYpOIO (LIEHTpaMH YIPaBIiHH), CTAHIIEI0 PETPAHCIALIT JaHUX, TIPUCTPOSIMHU
npuiioMy Ta 00poOIEHHS CYIIyTHUKOBOIO CUTHAIY TOIIO.

Came TOMY CBITOBE CITIBTOBAPHCTBO Mai>ke OJHOCTAHO Hapasi BBaXKa€e OLIHKY
KiOepBpa3TUBOCTEH KOCMIYHHUX CHCTEM Ta iX MOJ0JIaHHS BaKITUBUM BHKIIMKOM JIIOJ-
CTBa, 1110 Ma€ BUPINIYBaTHUCh K HA €Tl NOIEePEIKEHHs, TaK i B IPOLeCi CTBOPEHHS,
PO3pOOIEHHs, eKCILTyaramnil Takux cucreM. Le, cBo€to deproro, BUMarae HassBHOCTI
MIPABOBHX 3aCO0IB /Il BUPIIICHHS 3a3HAYCHUX 3aBIaHb.

SIk 1 KocMivHMH, KiOepHETHYHMI IPOCTIp HE MOXKe OyTH B3ATHH ITi] IOPHCIMKIIIIO Ta
KOHTPOJIb XKOJIHOI OKPEMO B3SITOI epxkaBu. BipTyansHuil, MepeskeBUil XapakTep kibep-
MPOCTOpY, WOro OararOBUMIPHICTb, KOMIUICKCHICTh 1 HEJiHIHHICTh YHEMOXITHBIIOIOTH
CTBOPEHHSI BCEOXOILTIOIOUOT TapaiurMU Kibep3axucTy KOCMIYHUX cucTeM. BogHouac pyx
y BiNOBITHOMY HapsIMi TPUBAE, & IOUIYK HAHOLIBII IPUHHATHUX €()eKTHBHUX PABOBUX
(opM mpoTH il KiOep3IOYMHHOCTI HabHpae 0OSPTIB K HA MKHAPOIHOMY PiBHI, TaK i Ha
PIBHI OKpPEMHX JIEpIKaB CBITY, Ha PEriOHAILBHOMY 1 HaBITh Ha JIOKAIbHOMY piBHsX. OJIHAK,
3BaKAIOYH Ha Te, 1110 90% yCiX KiOep3/I04HHIB MArOTh MDKHAPOIHHIT XapakTep'?, HalloLbII
BKJIMBUM € HAIMPALFOBAHHS HA MKICP>KaABHOMY PiBHI CKOOPIMHOBAHUX «TIPABUII TP Y
KibeprpocTopi, sIKi 6 YHEMOXIIMBIIIM 200 X04ua O 3HU3KIIM 3arpo3y KiOep3IOuHHHOCTI.

3a ominkamu (axiBIliB, Hapa3i iCHy€e NMPUHANMHI 28 KITIOUOBHX MDKHAPOIHUX Op-
raHizawiif i mporpam, 0 IpeaAMeTa JisUIbHOCTI SKUX HAJIEXKUTh, CEPE]L 1HIIOTO, PO3po-
OJIeHHsT MEXaHI3MIB yIPaBIIiHHS KiOepIpocTopoM 1 3a0e3mnedeHHs Kibepoesneku. Cepen
HUX — MikHapoHuit coro3 enekrpo3s’sisky (MCE), MixHapojiHa eNeKTpOTeXHIYHa KO-
micis (MEK), Mixnaponna oprasizauis 3 nuranb crangaprusanii (ICO), OOH, Pana
€sporu (PE), €sponetickkuii Coros (€C), Inrepmon, HATO Tta Huska iHmmx >,

3 mommMpeHHsIM Kidep3arpo3 y IeHTpi yBard CBiTOBOTO CITIBTOBaApUCTBA IMOCTA-
JIO TIMTaHHS BU3HAYEHHSI MOKIIMBOCTI Ta AOLIIBHOCTI PO3POOJICHHS CaMOCTIHHUX
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MDKHApOJHUX IHCTPYMEHTIB, siki 0 rapaHTyBanu Oe3neky kidepmpocrtopy. st
3’sCyBaHHS LIOTO MHUTAHHS Pi3HI MDKHAPOAHI IHCTUTYLIi MPOBEIM 1HBEHTapH3a-
LII}0 TOTO, 1110 € CbOTO/IHI B aKTUBI MEXaHi3MiB MDXKHAPOJHOTO PETYJIIOBAHHS MPO-
TUAIT KiOep3IOYNHHOCTI?

[epmuM 1 MPakTUYHO €IMHAM Ha LEeH Yac MDKHApOAHO-TIPABOBHM aKTOM
000B’s13x0B01 crun € Konsenuist Pagu €8ponu npo kibepsnounnnicts (23.11.2001 p.,
Bynanewt, parudixoBana Ykpainoto 07.09.2005 p.'*). Tlpuaomy Kousewiis Gyrna
BIZIKpUTAa [UIsl IPUETHAHHS HE JIHIIE JepkaBaMu — wieHaMu Paqu €Bporn, a if ycimMa
IHIIUMH JiepkaBaMu. Y pesynbrari, Kpim uieHiB PE, no Koneniii npuenHamich
Kanana, CIIA, Snowis, IliBnenHa Adpuka ta gesaxi inmi. Cdepa perynoBaHHS
KoHBeHIIIT OXOIUTIOE TPH OCHOBHI HAamlpsMH: 1) pexoMeHAaamii mIOA0 y3TOIKEHHS
HOPM HaI[IOHAJILHOTO 3aKOHOJIaBCTBA, OCOOIMBO KPUMIHAIBLHOTO, y cepi Kibep3io-
YUHHOCTI; 2) BU3HAYEHHS HOPAAKY PO3CITigyBaHHS BiINOBIAHUX 3J104YMHIB; 3) Ha-
IIpaltOBaHHS IPUHIMIIB MIXXHAPOAHOI CIiBIpalli B IPOTUAIT KiOEp3TOUMHHOCTI.

BopHouvac Hi 11e#, Hi )KOJCH iHIINH MIKHAPOIHO-TPABOBHUIl IHCTPYMEHT HE Mic-
TATh JIETAIBLHOTO PEryJIOBaHHS BiJHOCHH, SIKI BUHUKAIOTh Y cdepi KibepOe3neku i
sike O JjaJlo 3MOTY 3aCTOCOBYBAaTH MIKHApOJHY BiJNOBINAIBHICTb A0 3alOiI0BayiB
Kibep3mounHiB. binbie Toro, Hi B it KOHBeHIIIT, Hi B )KOJHOMY 1HIIIOMY aKTi Mi>KHa-
POIHOTO JIOTOBIPHOTO TIpaBa HEMA€e BU3HAUEHHS KibeprpocTopy, KibepOesmneku, Ki-
Oeparaku Ta iHIIKX 0a30BUX MOHATH. ClpoOy HamaTH BU3HAUYEHHS «KibepOe3mekn»
MU 3HAXOAMMO B aKTi «M’sxoro npasay Pekomennauisx MCE X.1205MCE-T, e Bin-
MOBiJIHE TTOHATTS BU3HAYAETHCS SIK HAOIp 3aco0iB, CTpaTerii, MpUHIUIIB 3a0e3me-
YeHHs Oe3IeKH, 3aX0/IiB 1010 3a0e3neyeHHs Oe3MeKH, KepiBHUX MPUHIIUITIB, Ti1XO0-
JiB 10 yIpaBIIiHHA pU3HKaMHU, Jill, IpodeciiiHol MiArOTOBKY, IPAKTUYHOIO A0CBIiLY,
CTpaxyBaHHS Ta TEXHOJIOTIH, SIKi MOXYTh OyTH BUKOPHCTaHI JIs 3aXUCTY Kibeprpo-
CTOpY, pecypciB opramizamii Ta kopucTyBada'’. BBaxkaeMo, OfHaK, 11€ BH3HAYCHHS
TaKuM, 1[0 HE Ma€ PEryIiBHOIO 3HAUCHHS, OCKUIBKM HE OKPECNIIOE caMy CYTHICTb
BIATIOBITHOTO ITOHSATTS, a CaMe «CTaH 3aXHIIEHOCTI» Bix Kibep3arpo3. Bognouac sk
BHU3HAuCHHSA «KibepOe3nekn» B PekoMeHaallisax moaaThCs JIUIIE 3aCO0H Ta 3aX0]IH,
110 XapaKTepHU3yIOTh 3a0e3neuyBaIbHUIM OJIOK IIbOTO SIBUINA.

3 mUTaHb MOXJIMBOCTI Hapasi po3poOHTH MIXHAPOAHO-IIPABOBUIl JOTOBipHUII iH-
CTPYMEHT, sIKHii OU yOe3neunB KOCMIYHY JisUTBHICTE Ta i iHIi chepr (yHKI[IOHYBaHHS
JIFOZICHKOT LIUBLTI3ALIT Bifi KiOep3arpo3, Mo3uilisi FOPUCTIB-MIXKHAPOTHUKIB € Maike Ofl-
HOCTaiHOIO: HAIpalLloBaTH BiIMOBIIHUH caMOCTIMHUI IHCTPyMEHT 3a HUHIIIHBOI MipH
PO3pOOIEHOCTI TIPOOIEMHU MPAKTUYHO HEMOXKITHBO, @ JIEXTO BBAXKAE, 1110 H HEIOIIHHO.
ToMy Ha piBHI Pi3HHUX MIKHAPOJHHUX OpraHi3alliii poOHIHCh HEOAHOPA30Bi CIPOOH MpH-
CTOCYBATH JI0 HOBOI peaIbHOCTI (KibepIpoCcTopy) BKe iICHY 04l IHCTPYMEHTH MiXKHAPOJ-
HOTO MpaBa, 32 YMOBH JIOTIOBHEHHS X HOPMaMH HaI[lOHAJIEHHUX 3aKOHO/IABCTB.

Hait6inpin ycminHow crana B 1bOMY HampsMi HisuibHiCTH PoOouoi KoMicii, 110
00’efiHaNA 1B AECATKH eKcrepTiB mif erifgoro [entpy kidep3axucty HATO (CCD-
CoE), po3mimenoro B Tamrinni (Ectonist). Komicist mpoTsirom TpboX poKiB MpoBesa
JOCIIDKEHHST MOXJTMBOCTI TIPUCTOCYBAHHS ICHYIOUMX HOPM MI>KHAPOIHOTO MpaBa 10
kibep3nounHiB. [Tpu koMY Hacamrepe aHai3yBaluCh HOPMH LIO0 30pOWHKUX KOH-
(miKTiB, KOCMIYHOTO, MOPCHKOTO, TIOBITPSHOTO Ta IHIIMX raly3ei MXKHapOIHOIO Ipa-
Ba Mijl KyTOM 30py 3aCTOCOBHOCTI BiJIIOBIAHMX HOPM JI0 Kibeparak. Pe3ynsraToMm po-
6otu Kowmicii craB Bumanuii y 2013 p. TOKYMEHT, sIkMii OTpuMaB Ha3By « TayuliHHCHKHIA
MOCIOHUK IIOI0 MIXKHAPOTHOTO TpaBa, 10 MOKEe OyTH 3aCTOCOBaHE J0 KiOEepBiHHMI»
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(mauti — TasuTiHHCHKHI TOCIOHUK, TOCIOHUK), IPYTa, MeperIsIHyTa, yTOUHEeHA i I0TIOB-
HEeHa Bepcis sikoro nmobaumna ciT 2017 p. i B Ha3Bi sIKoi «KiOepBiiiHay Oyia 3MiHEeHa Ha
«kibeporepaii», 10 CBITYMIO PO PO3IIMPEHHS cepu 3acTOCYBaHHS MOCiOHMKa'S,
I Xoua naHuii JOKyMEHT He Mae 000B’I3KOBOT FOPUANYHOT CHITH, B YMOBAaX BiJICYyTHO-
CTi MDKHapOIHO-TIPABOBOTO PETyJIFOBAHHS BiIMOBIIHUX BiTHOCHH HOTO CITi/T BBOYKATH
IIePILOIO IOBOII BAAJIOIO CIPOOOI0 HAaZaTH MEBHI perepHi TOUKH 3aCTOCYBaHHS MiX-
HapOJHO-IIPAaBOBUX HOPM Yy BHIAJKaX KiOEpiHIUACHTIB MiIXXHAPOIHOIO Xapakrepy, B
TOMY YHCHi Y cepi KOCMIYHOI TisUTbHOCTI. | ChOTOMHI 3 UM JIOKYMEHTOM 3BipSFOTh
CBOI 1ii 3 3a6e3medueHns Kibepbesneku B KocMiurii cdepi 50 aepxan crity!’.

HeoOxinHicTh po3po0ieHHs mociOHKKa 6asyBasacs Ha TPhOX OCHOBHUX LILISIX: TITy-
MaueHHsI ICHYIOYUX MDKHApPOIHO-TIPABOBHX HOPM 1 3°SCyBaHHS X 3aCTOCOBHOCTI IO
KiOCpHETHYHHUX aTaK; MOETHAHHS KiOEPTEXHIYHOTrO Ta PABOBOTO MPOCTOPIB Y 1X CIHijIb-
HOMY PO3YMiHHI O3HaK MPEMETHOI CepH; OIIHKA 3AaTHOCTI JIep>KaB 3HAXOIUTH KOH-
CEHCYC II0JI0 €THYHUX 1 IPAaBOBUX JIIMITIB Y BipTyalbHOMY IIPOCTOPI, OCOOIUBO LION0
MOXKJIMBOCTI TIIyMaueHHs Kibeparak sik 30poiHOT arpecii a00 3aCTOCYBaHHS CHJIH.

OnHa 3 OCHOBHHX TPY/IHOLLIIB, 3 KO0 CTUKHYJIUCH €KCIIEPTH IIPH ITiATOTOBII IIOTO
NociOHMKa, CTOCYBAJIacs TEPMIHOJIOTIUYHMX BiIMIHHOCTEH, 110 ICHYFOTh, 3 OTHOTO OOKY,
MDK FOPHCTaMH Ta OIIepaTopPaMH KOMIT FOTEPHUX CUCTEM, a 3 IPYTOro — MiXK pi3HUMH Ha-
LIOHAJEHUMH 3aKOHOJIABCTBAMU 1 IOKTPUHAMH, SIKI BUKOPHCTOBYIOTh Pi3HI BU3HAYCHHS
KibepIpocTopy Ta HOB’sI3aHUX TepMiHiB. BomHOYac po3poOHHMKaM BCe 5K BAAJIOCS Ha-
TPALFOBATH Y3ro/PKEHE BU3HAYCHHS «KiOepaTakuy», sike Ha ChOTOJHI B MDKHAPOTHOMY
MpaBi € €JMHUM, IO 3aCTOCOBYETHCS MPHU KBaTi(iKallii KiOep3JIOuHHIB, Y TOMY YHCII
B KocMiuHil cdepi. Binnosigao a0 cr.30 TawtiHHCHKOrO MOCiOHMKa Kibeparaka — 1e
Kibeporepariisi, SIK HaCTyIaJIbHa, Tak 1 000POHHA, fKa 33 O0IPYHTOBaHUMH OYiKyBaHHS-
MH MOXKE CTIPUYHHHTH TiTECHE YIIKODKEHHS a00 CMEPTh JIFOAWHH, OLIKODKEHHS a00
3HUIICHHS MaTepialibHuX 00 eKTiB. [0 pedi, Take BU3HAYCHHS TIOBHICTIO KOPECIIOHTYE
HOHSATTIO KoY 33 KOHBEHIIEI0 PO MIKHAPOIHY BiAOBINAIBHICTS 3a LIKOY, 3aBMa-
HY KOCMiuHMMHU 00’ ekTaMu (a1 — KoHBeHwis Mpo BiANOBIJaIbHICTb), 1. «a@» CT. 1 Kol
JEKIIapye, M0 TepMiH «“TIKo/a” O03HAYa€ MO30aBICHHS KUTTS, TUICCHE YIIKOHKCHHS
a00 1HILIE YIIKO/DKEHHS 30POB’sI; UM 3HUILICHHS 200 MOIIKO/PKSHHS MaiiHa JieprkaB, abo
(bi3UYHMX YM IOPUIUYHUX 0Ci0, 00 MaiiHa MDKHAPOIHUX MDKYPSIIOBUX OpraHizaLiin».

Haii6inpm geransHo y TammiHHCHKOMY MOCIOHHKY ONPAllbOBAHO IMUTAHHS TIpa-
Ba Ha BIMCBKOBI i y KiOeprpocTopi, periaMeHTallii BiTHOCHH II0JI0 3aCTOCYBaHHS
CHUJIH, 3aC00iB 3aKOHHOTI caMOOOOPOHU, BUOKPEMIIEHHS BiHCHKOBOI METHU B KibepIo-
csraHHsAX. [Ipu mboMy poOHTBCS cripoba MPUCTOCYBAaHHS MiXHAPOIHOTO IpaBa J0
MIX/IEPYKABHUX BiTHOCHH Y KIOEpHETHYHOMY OIEpaIliiHOMY KOHTEKCTI.

Yu mooicHa 8eascamu GICbKOBUMU OIIMU AMAKU 8 KIbepnpocmopi, wjo niusa-
10mMb HA KOCMIYHY OisnbHicmb? SIKIO 3aCTOCOBYBATH Stricto sensu HOPMH MiXKHa-
POHOTO IpaBa J0 KibepaTak y KOCMOCI, CITiji OpaTH JI0 yBar, 1o Jepikasa € CyBepe-
HHOIO 1 BiITIOBIAJILHOIO 32 KiOepiHPpacTpyKTypy Ha CBOii TepHUTOPII, a 1ie 03HAYAE,
10 caMe JieprkaBa, BiAMOBIIHO 10 CBOET FOPUCMKIILIT, BIIMOBIJaIbHA 32 3a1100iraHHs
KibepaTak 3i CBOEI TepUTOpii; camMe BOHA MOXKE IEePECITiyBaTH aBTOPIB LIKiUIUBHX
kibepakiiii, a Takox 3a00pOHATH BUKOPHCTAHHS BIAMOBITHHUX iHPpacTpykTyp (3a
HasgBHOCTI iH(OpMaLil) A7 BANHEHHS 3TTOBMUCHUX Jiil.

CTOCOBHO KOCMIYHOI [isUTBHOCTI JaHE ITOJOXKEHHS KOHKPETH3yeThcs CT. VI
Jorosopy OOH npo nprHIXTH, IO PETYIIOI0Th TisUTbHICTD AEPXKAaB 3 10CIiIKEHHS
Ta BUKOPUCTAHHS KOCMIYHOTO MPOCTOpPY, BKItouarour Micsib Ta iHIIi HeOecHi Tia
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(maii — JIoroBip mpo KocMoc), e AeKIapyeThes, O IepKaBH HECYTh MIKHAPOIAHY
BiJINIOBIANIbHICTh 32 BCIO HALIIOHAIBHY iSUIBHICTh Y KOCMIYHOMY MPOCTOpI, B TOMY
gucii Ha Micsii Ta iHmmx HeOeCHUX TiIaX, HEe3aJIeXHO BiJl TOTO, UM 3MIHCHIOETHCS
Taka JisUTBHICTh YPSIOBUMH YCTAaHOBaMH YU HEYPSIOBHUMHU opraHizamisimu. Came
JiepKaBa depe3 JI03BUIbHI MEXaHi3MH, JIepKaBHE PETYJIIOBaHHS Ta HAINA, Y TOMY
YUCIIi 32 HEJEeP>KaBHUMU CTPYKTypaMH, 3a0es3nedye 3AiHCHEHHS HaliOHAJIBHOI Xi-
SUTBHOCTI BiZIMIOBiTHO 10 HOPM MIXKHapOJIHOTO IpaBa.

VY peanizamnii X MiKHApOAHO-TIPABOBUX MOJNOXKEHb Y)KE BUSBHIOCH J[BAa MPO-
OnemHux nuraHHs. [lo-mepie, e MOB’S3aHO 3 BU3HAYCHHSAM TEPUTOPIi BiIMOBI-
JaJIbHOCTI JIep KaBH, Jie Kibeporepalis FoTyeThbesl. A 1o-Apyre, IpoOIeMHOIO € KBa-
nidikamnis kiGeporeparii sk Takoi, M0 HOPYILYE JepkaBHuii cyBepenirer'®. [TyHkr 4
ct.2 Craryry OOH nexiapye, o Bei wienn Opranizauii O6’ennanux Hartiit yTpu-
MYIOTECS B iX MDKHApOJHHX BiIHOCHMHAX Bij 3arpo3u CHJIOIO abo i 3aCTOCyBaHHS
SIK TIPOTH TEPUTOPiaIbHOI HEJOTOPKAHHOCTI a00 MOJITUYHOI HE3aJIEXKHOCTI Oy/b-
SIKOT ZICPIKaBH, Max i 6y0b-sskum iHuwum Yunom, Hecymichum 3 Llinamu O6 eOnanux
Hat;id‘9 Jlyis momMpeHHsT KOHCTPYKIIT «3arpo3a cuior abo ii 3acToCyBaHHs» Ha
BigHOCHHM B Kibeprpoctopi TaliHHCEKMH MOCIOHMK IPOIOHYE KepyBATHCS SK
SIKICHHIMH, TaK 1 KUIbKICHUMH KPUTEPIsSMH, SIKi, OJJHAK, TOKIAJHO B MOCIOHUKY He
IIPONHUCaHi BHACTIZOK 0araToaclneKTHOCTI i 3aJIeKHOCTI BiJ] Pi3HOTO POAY YNHHUKIB.
OpHak, BUXOASYM 3 CUCTEMHOI OLIIHKY PEKOMEHALIH, 110 MIiCTATHCS B MOCIOHUKY,
MOXKHA AIHTH y3arajbHIOI0U0ro BUCHOBKY, 110 KibepaTaka Ha 00’ €KT KPUTUYHOI KOC-
Mi4HOT iHQpaCTPYKTYypH TOJI MOKe OYTH BiJHECEHA /IO «3aCTOCYBAHHS CHIIHY, KOJIH
i piBeHb (CTyMiHb / TOPIT IHTEHCUBHOCTI) Ta 11 eeKTH 3icTaBHI 3 TpaAULIIHHOI (HEe
KiOEpHETHYHOIO0) Omepalli€to, sKa 3a HaciiAkaMH (peaJlbHUMUA YU TOTSHLIHHUMHU)
JIOCSATaE BIAMOBIIHOTO PiBHS 3aCTOCYBAaHHS TPAIHUIIIHHOT CHIIH.

Ile ckmamnimme 3actocyBatd JIO KiOeporepailil MOHSATTS «3arpo3d 3acTOCYBaHHS
CHJIN», OCKUIBKU B MDKHAPOIHOMY IIpaBi BIICYTHI KpUTepii JUIs BU3HAUYEHHS LIbOTO I10-
w1, OHaK y Oynb-SKOMy pasi aHajli3 3 METOIO 3’SCyBaHHS MOMIIMBOCTI KBauliikyBa-
TH KiGeporepariito sIK «3aCTOCYBaHHS CHJIMY UM «3arpo3a CUJIOK» 3aBKIH Mae OyTH iH-
TEpIPETALiHAM 1 KepyBaTUCS TIOEAHAHOK OLIIHKOI CyMH (DaKTOpIB: TSHKKICTH 30MTKIB;
TPSIMUE IPUYMHHO-HACITITKOBUIA 3B’S130K; CTYIIHb BTOPTHEHHS-TIPOHUKHEHHSI B KOMIT FO-
TEPHY CUCTEMY KOCMI4HOI IHPPACTPYKTYPH (3 YpaxyBaHHSIM PiBHS 3aXHILICHOCTI CHCTEMHU
BTpYYaHHs1); OLIIHKA BCIX HACIIIKIB (41 OyITH JIFOICHKI JKEPTBH, 1X KUIBKICTB); BIICHKOBHI
XapakTep aTaky; y4acTb JepKaBU B KibepaKlii; Ipe3yMIILis 3aKOHHOCTI Ta iH.

OUiHIOYH TIPOIIECYaIbHI MOMEHTH, TOB’sI3aHi 3 BiTHECCHHsSM Kibeparak 10 Ta-
KHX, 10 MiANaJA0Th i YAHHI HOPMH MIDKHAPOIHOTO MpaBa i MOXYTh 3yMOBHTH
MDKHapOAHY BiNOBIAAIBHICTE, (haxiBLi 3 MDKHAPOJHOTO IPaBa BBAXKAIOTh, 1110 HEOO-
XiJJHO, IO-TIEpIIIe, «ABTOPH3YBaTH» KOMII IOTEPHY aTaKy, TOOTO 3’sICyBaTH, UM HE TOXO-
JIMJIa BOHA BiJI IEBHOTO CAaMOCTIHHOTO iHIUBIA, a Oynia iHCIipoBaHa i miATpUMyBaHa
came JIep>KaBoro, MO-Apyre, BU3HAYNTH TIPUPOJLY TaKoi arakH (BBaXkaTH il akTOM arpe-
cii uu i307160BaHOI 11il, 30€0LIBIIOr0 (PiHAHCOBO-EKOHOMIUHOTO Xapakrepy)¥.

JIjist KOCMIYHOI JTiSUTBHOCTI, SIKa B MUTAHHAX BIAMOBIIAIBHOCTI TPaJUIIIHO Ke-
pyBanack KoHBeHIIi€l0 TIPO BiAMOBIAATIBHICTh, BAXKIMBO BU3HAYUTUCH, UM 1H(OP-
MalilfHO-TEXHOJIOTI4HI KOCMIUHI CUCTEMH Ta NPOTpaMHE 3a0€3MeUeHHs] KOCMIUYHUX
00’€KTIB MOXKHA BBAaXKaTH iX «CKJIAJIOBUMH YaCTHHAMM», siKi KOHBEHIis OXOILTIOE
TOHSITTSAM «KOCMIYHHI 00’ €KT» (T1. «d» cT. 1). JlyMKH TOCITITHHKIB 3 IILOTO MTUTAHHSI HE €
onHocraiiHuMu. OJIHAK BBa)KArO, 110 HUHIIIHINA PIBEHb PO3BUTKY KOCMIYHUX TEXHOJOT i
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HACTLUIBKHU 3aJICKUTH Bifl iIHGOPMAIIIMHUX CHCTEM YIPABIIHHSA, 110 BUHOCHTH 1X 3 JTyK-
KU TIOHSTTSI «KOCMIYHOTO 00’€KTa» HEMa€e OIHOTO ceHCy. ToMy Ha IIKOY, 3aroisHy
KOCMIYHUMH 00’ €KTaMu, MArOTh IOLIMPIOBATUCh YCi MooxeHHs KonBeHii mpo Biamo-
BIIAJIBHICTB, SIK Y YaCTHHI a0COJIFOTHOI BiJIOBIJATFHOCTI AepkaB(1) 3aIycKy (3a IIKo-
Iy, 3aIl0/lisIHy Ha MOBEpXHi 3emiti a00 MOBITPSHOMY CYJHY B IOJIBOTI), TaK i B YaCTHHI
BIIMOBIIAJTILHOCTI 32 BUHHY MOBEIHKY (32 ILIKO/Y, 3aIO/IisIHY Y KOCMiYHOMY MPOCTOPI).

3aranom TayTiHHCHKMI IOCIOHMK, TaKk caMo, sIK 1 iHII JTOKTPUHAJIBHI JKepena
BiJINIOBIZTHOTO HAIPSIMY, TPOWHSATI i7ICEI0 MOMJIMBOCTI 3aCTOCYBaHHs KBasti(ikarlil
«30poitHOT arpecii» 10 Aiil y KibeprnpocTopi. Y nboMy X HanpsiMi iIyTh cTpareriyHi
JOKYMEHTH periOHaJIbHUX IHTerpaIiifHux 00’ €IHaHb, a TAKOXK HalllOHAJIbHE 3aKOHO-
JIABCTBO MPOBITHUX KOCMIYHHX JEPIKAB.

BaxIBUM aceKTOM JOCITITHHIBKOT yBard SIK HAyKOBUX, TaK 1 METOAMYHUX JDKEPEIT
€ TaKOXX TIHTAHHSI JIETITUMHOCTI Ta MEX 0itl y 8i0nosiob 3 00Ky JepiKaBH, 110 TTOCTPaK-
Jlana; BH3HAYCHHS BCIX HIOAHCIB 3 TOYKH 30py JOTPHUMAHHS MiKHApPOTHO-TIPABOBHX
MIPUHIIKITIB TIPOTOPIIHOCTI Ta HEOOXiMHOCTI BiAMOBiAHKX iit. [TepeBaXkHa MO3MILsST B
LIOMY KOHTEKCTi 3BOAMTHCS JI0 TOTO, IO TPETS JIeprKaBa, 110 3a3Haa MoOIYHOT IIKOIH
B pe3yJbTari KibepaTaku MiK JIBOMa IHIIMMH JIep’KaBaMU, MOJKE 3aCTOCOBYBATH JIETi-
TUMHHUHA CaMO3aXHCT, SIKIIO e(eKTH BiI KibepaTakw, sIKHX BOHA 3a3Hala, 38 IHTCHCHB-
HICTIO T4 HACHIZKAMH MOXXyTb OyTH TIPHDIBHSHI 10 30POHHOro Harmamy. Mmerscs mpo
JOLUTBHICTD 3alliKaBUTH KOKHY JIepykaBy B HAJlaHHI BiATIOBiAI Ha KiOEPAKIIiIo, sIka MOXeE
BBaXKaTHCs 30pOIHIM HamaIoM. YCi MOXKITHBI BUIIaJKU HaIaHHS JiepyKaBaM Ipasa Ha il
Y BiIIOBiZb, @ TAKOXK CYBOPOTO OOMEKEHHS TaKOTO IpaBa, 30KpeMa, PO3IIISIaloThCs B
TanniHHCEKOMY MOCIOHUKY. [TpH LIbOMY T IKPECITIOETHCS, IO 3aCTOCYBAHHS CUITH € Ja-
JIEKO HE eKCKJIFO3UBHUM 1 €IMHUM 3aCO00M pearyBaHHs Ha Kibeparaky. Posnisnarorscs
TaKOX JMIUIOMATHYHI, GKOHOMIYHI Ta iHIII il y BiAMOBi[b. AJie B YCIX BHIAIKax 3y-
CTpiuHi JTiT TOBMHHI MaTH MUTTEBHUH, HE BIIAICHUH Y Yaci Xxapakrep.

Jns pudepenuianii kibeparaky Ha KOCMiuHY 1HOPaCTPYKTypY K BilicbKoBOI (Ha
BIJIMIHY BiJl HIMBLIBHOI) CIIiA KEPYBATHCSA YOTUPMA OCHOBHUMU KPUTEPIIMHU:

1) npupoda 06 ’ekma nocsieants: 94 € BiH 32 CBOEKO CYTHICTIO Ta MPU3HAYCHHAM
BiliCbKOBUM (KiOepBiiicbkoBa iHPpACTPYKTypa);

2) noxanizayis: TpaAULiHHO HaeThes Mpo reorpadidHuil KpUTepiil, Ipo 30Hy, aK-
1ii B sIKiif JAFOTh 3MOTY CIIPUSATH BIICHKOBHUM JIisiM;

3) chepa 3acmocysanns: KO OyIAb-IKAH 00’ €KT BUKOPUCTOBYETHCS Y BIHCHKO-
BUX LIIAX, BiH Ma€ TPaKTyBaTHcs sIK BilicbkoBuil 00’ekT. Tak, Mepeka KOMII IoTe-
PpiB, 1110 BUKOPUCTOBYIOThCS Y BifiCBKOBUX IIIIISX, CTa€ BINCHKOBUM 00’ €KTOM, HaBiTh
SIKIIIO BOHA CTBOPEHA ISl BUKOHAHHS [IMBUTEHUX 3aBIaHb;

4) mema: U1 KOCMIYHOI IHPPACTPYKTYPH BOKIMBOIO € AU(EpeHLIiallis HajIeKHOCTI
B KiOepKoHTeKCTi 00°eKTa nojBiifHoro npusHadeHHs. 1l{ono 1poro nociOHuK Hagae ox-
HO3HAYHY BIJIIOBI/Ib: TAKUI 00’ €KT Ma€e TITyMa4UTHUCh SIK BIICHKOBHIA. 3arajioM OIliHKa 3a
LIUM KPHUTEPIEM € CKIIAHUM 3aBJaHHSM, OCKUIBKH BIJIIOBIJHA BifiCbKOBa MeTa Ma€ OyTH
YiTKO BUKPUCTAJII30BAHOI0. A OT XOAHUX KPUTEPiiB BU3HAUCHHS «BifICHKOBUX HaMIpiBy
MIOCIOHHIK HE HaJIa€, TOMY BiJIITOBI/IHE IUTAHHSI TIOBHICTIO HAJIGKHTH JI0 OLIHOYHHUX.

Cnin 3a3Ha4ynTH, 10 TaJTIHHCHKUE MOCIOHMK HAa€ YUMAJIO0 KOPUCHHUX Opi€H-
THPIB 1 OO IHIIMX BAXJIMBUX MHUTaHb, 5Ki MOCTAIOTh y 3B 53Ky 3 KBaJidikaii€e
KiOep3J104KHIB y KOCMIuHIH cepi Ta MOXKIUBICTIO pearyBaHHs Ha HUX.

Huska crpareriuaux, y T.9. HOPMAaTHBHHX pillleHb Y Cy4acHHU Iepion yxBaie-
HO Ha piBHI €Bponericbkoro Coro3y. Hacammepes citifi HAroloCUTH Ha MPUUAHSTTI y
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rpyasi 2020 p. HoBoi Crparerii kibepOe3neku €Bpocoro3y Ha Hactymdi 10 pokis?.
[Toka3zoBor0 y BU3HauUeHHI cripsiMoBaHOCTI i€l CTparterii i Ha MiATBEpIKEHHS cydac-
HOTO MiIX0/y /10 OpraHi3ailii kibepOe3rneku € 3asBa 3aCTyHUKA TOJI0BH €BPOIEHCHKOT
KOMICil 3 3aXHCTY €BpOHEHCHKOTO crIoco0y uTTs Maprapurica Cxinaca: « My OBHH-
Hi 8i0Mo8umucs 6i0 pizHux nioxodie 0o Qisuunoi ma Kibepnemuuroi 6esnexu iHgpa-
cmpyKkmypu 1 BAKOPHCTOBYBATH 3alIPOITIOHOBAHMH Y JaHIH cTpaTerii KOMIUICKCHHUH TiJI-
xiny. BaxxnuBoto Hosattiero gaHoi Ctparerii €C € i monoxeHHs po Te, 110 CTBOPESHHS
HOBHUX TEXHIYHHX Ta IHPOpMALIHHAX CHCTEM KiOepOe3IeKH, Tak caMo SIK 1 POEKTH 3
MATOTOBKU KaJpiB JUisl 1€l cdepu, OynyTh pO3IISIATHCS K HPOEKMU BIICHKOBOO
3HauenHs, 0 MOKYTh PO3BUBATUCS B paMKax €Bpolelchbkoi mporpamu IloctiiiHoro
CTPYKTYPOBaHOTO CHiBpoOiTHHITBA B chepi 00oponu Ta 6e3neku (PESCO).

Ha piBHi €C nitoTh Kijbka IUPEKTHB, PEIIAMEHTIB i PIllICHb, MPUCBSIYCHUX 3a-
OesneueHHIo kibepoOesnexu: Jupexrusa 2002/21/€C €pponeiicskoro ITapaamenty Ta
Panu Bin 7 Gepe3ns 2002 p. npo CHiibHYy HOPMAaTUBHY 0a3y ULl €JIEKTPOHHUX KOMY-
HikamiitHx Mepex Ta mociyr (PamkoBa mupekrusa)®?, Jupekrusa €C mono 3axomis
13 3a0e3MeYeHHs BUCOKOTO 3arajibHOTO PiBHS O€3MEKH MEPEeKEeBHX Ta iH(OPMAIiHHUX
cucrem y €C?, Perament (€C) Ne 910/2014 €sporneiichkoro [Tapiamenty ta Pagu Big
23 nunas 2014 p. npo eIeKTpOHHY iAeHTU(IKALII0 Ta MOCAYTH AOBIPH VIS EJIEKTPO-
HHHX TPaH3aKI[iii Ha BHYTPIIIHBOMY PHHKY Ta Mo ckacyBaHHs [upektuBu 1999/93/
€C*, Piwenns Paqu 2013/488/€C Bix 23 Bepecus 2013 p. npo npasmia 6e3nexu st
3axucty cekperHoi inpopmauii €C* Ta neski inui. [I1aHyeTbest po3po0iIeHHsT HOBUX
akTiB €C, sIKi MalOTh HaJIaTH MTPAaBOBE 3HAYCHHs 0A30BUM TIOJIOKEHHSM, 3aKIIaJICHAM Y
HoBy Crparerit kibepoesneku €C. | YkpaiHa, 110 aantye CBOI MpaBOBY CHCTEMY J10
€BPOIIEICHKOT, HacamIiepe1 y Mexax Yroziu Ipo acolialito, HOBUHHA TPUMATH B MOJI1
30py crnpsiMoBaHicTh nomiTuke €C om0 yoe3neueHHs KidbeprpocTopy.

ITeBHa npaBoTBOpYa poOOTa, METOIO SIKOT € YOe3meueHHs KibeprnpocTopy Bif 3710-
YMHHUX MOCSTaHb, BEIETHCS TAKOXK IiJ] €riJIOK0 IHIIMX MDKHApOTHHUX OpraHi3aliil.
3HauHUH peryiarouuil cerMeHT y BiINoBinHiN cdepi npunanae i Ha HaliOHaJIbHE
3aKOHOJABCTBO. Y cepi KOCMIYHOT MisUIBHOCTI HAMOLIBII YCHILTHOKO € I poOoTa B
CIIA, ne 3a oCTaHHE JECATHIIITTS CTBOPEHO HOTYXKHY IHCTUTYLiliHY 0a3y 3amo0i-
raHHs KibeprnocaraHHaIM Ha KOCMi4HY cdepy, a TaKox IPUIHATO JOCTaTHbO JeTalli-
30BaHe 3aKOHOIABCTBO MO0 KibepOe3meKn KOCMIUHOI iHppacTpyKTypuZ®.

B VkpaiHi 3ak0HOIABCTBO MPO KibepOe3neKy Mmoyano CTBOPIOBATHCH JIMILIE B OCTaH-
HE JECATWIITTA, B OCHOBHOMY Y 3B’SI3Ky 3 BHSBJIIEHOIO BPA3JIMBICTIO KiGeprpocTopy i
HEOOXIHICTIO TOCIJICHHsI TIPOTH/Il 30BHiIIHIK arpecii. Y 2016 p. Oyno 3arBepmkeHO
Crparerito kibepbesnexu Yipainwn®’. Ha 6a3i miei Crparerii 05.10.2017 p. 6yimo npuiiHsTo
3axoH Ykpainu «IIpo 0CHOBHI 3acaju 3a0e3nedeHHs KibepOesnekn Ykpaim»?, perysis-
HUI1 BIUIUB SIKOTO MOIIMPIOEThCS M Ha Kibepcepy KocMiuHOI AisutbHOCTI. it MikHa-
POIHOTO CHIBPOOITHUIITBA YKpaiHH, 30KpeMa, BaXIMBUMH € L. 1, 2, 20 yactunu 3 cT.8
LILOTO 3aKOHY ILIOJI0 BUPOOJICHHSI 1 ONIepaTHBHOI aJianTallii Jep>kaBHOT MOMITHKY Y cdepi
KibepOe3neKy Ha JOCATHEHHS CyMICHOCTI 3 BiIIOBITHUMY CTaHIapTaMu €BPONeHChKOro
Coro3y Ta HATO i rapMoHizarlii 3 HUMH HOPMAaTHBHO-IIPABOBOI Ta TEPMIiHOJIOTTIHOI Oa3u
NpeIMETHOI c(hepH; MATPUMKH MIKHAPOIAHHX IHIMIATHAB MIONO 3aXUCTY KiOeprpocTopy,
SIKi TIOXOZIATH BiJl LIMX IHTErpauiiiHux o0’eqHaHb, a Takox Big OBCE. A 3rimHo 3i ct. 14
3axoHy YKpaiHa 31iHCHIOE CHIBPOOITHUIITBO Yy cepl KibepOe3neku 3 iHO3eMHUMU JIEp-
JKaBaMH, iX MPABOOXOPOHHUMHU OpTaHAMH 1 CTICHIAIbHUMH CITy»0aMH, a TAKOXK 3 MbKHa-
POIHUMH OpraHi3alisiMu, sKi 3IHCHIOITH O0POTHOY 3 MIXKHAPOITHOO KiOEP3IOUMHHICTIO.
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Ha po3BuTok 6a30Boro 3akoHy B cdepi kibepOe3neku mpuidHATa HU3Ka HOPM ITiJI-
3aKOHHOTO peryiroBaHHs. [le, 30kpema, 3arajbpHi BUMOTH J0 KiOep3axucTy 00’ €kx-
TiB KPUTUYHOI iH(pPacTpyKTypu, 3aTBepkeHi mocraHoBoio Kabinety MiHicTpiB
Vikpainu Big 19 gepsus 2019 p. Ne 518%, nocranosa Ka6inery MinictpiB Ykpainu
Bix 9.10.2020 p. «/lesiki muTaHHs 00’ €KTIB KpUTHYHOT iHPOpMaIiiitHol iHdpacTpyk-
Typu»*’. A y BepxoBHiii Pagi Ykpainu 3apeecTpoBanuil 3akoHOIpoekT «IIpo kpu-
THYHY iHpacTpyKTypy Ta ii 3axucm (peectpariitauii Ne 10328 Bin 27.05.2019 p.)*.

Bonnouac y chepi BU3HAYCHHS Ta 3aXMCTY KPUTHYHOT iHYPACTPYKTYpH KOCMiU-
HOI Taiy3i 3aJUIIaeThesl Ie YUMo MpoOieM, OB’ A3aHHX, HO-TIepIle, 3 MEeBHOIO
TEPMIHOJIOTIYHOIO HEY3TOMXKEHICTIO SIK PI3HUX aKTiB BIANOBIHOIO 3aKOHOJABCTBA
Vipainu Mixk co0ot0, Tak i 3 IX HeyHI(piKOBaHICTIO 3 MD>KHAPOITHOIO TEPMIHOJIOTI€IO,
a TaKkoX 3 TEPMIHOJIOTI€E0, 1110 BXkUBaeThes B aktax €C, HATO Ta OBCE. B kocmiu-
HOMY 3aKOHOZIABCTBI, 30KpeMa, Yy UnHHiN penakuii 3akony Ykpainu «IIpo xocMiuny
JUSUTBHICTBY, HEMAE OHOI 3raIKK PO HAJISKHICTh Kibep3arpos 1o chepu ioro pe-
rymoBaHHs. He HaOysu 10 11p0T0 Yacy BifoOpakeHHs 3acau KibepOes3rneku KocMiy-
HOT AisubHOCTI 1 B 3arBeppkeHii 13.01.2021 p. Posnopsymkennsm Ne 15-p KaGinery
MinictpiB Ykpainu Konnenuii 3aranbHonep)kaBHOI IIJIbOBOI HayKOBO-TEXHIYHOT
KOCMIuHOT mporpamu Ykpainu Ha 2021-2025 pp. A HeoOXiAHICTh BiIIOBIIHOTO (BO-
KyCy pEryJrOBaHHS 0COOJIIMBO TOCTPO MOCTAE y 3B’A3KY 3 OJHUM i3 mepeadaueHux
KoHrenuiero o4ikyBaHUX pe3ylIbTaTiB peaiizarii KocmiuHoI mporpaMu — CTBOPEHHS Ta
PO3BHUTOK CYITyTHHKOBOTO yTPYIIOBAHHS KOCMIYHOIO CIIOCTEPEKEHHS Ha OCHOBI BiTUH3-
HSHUX TUIaTGOPM 1 CKaHEpIB CEPEAHBOTO Ta BUCOKOTO PO3PI3HEHHS 3 METOFO 3a/J0BOJICH-
HSl HalliOHAJIBHUX NOTPEO 1 3a0e31eueHHs CMiIbHOT POOOTH 3 €BPONEHCHKOK CHCTEMOKO
COPERNICUS. Hemae 10 LIbOTO Yacy 4iTKOTO PO3YMIHHS 1 €JUHOTO MiAXOY A0 BU3HA-
YeHHsI 00’ €KTiB KPUTUYHOT iHPPACTPYyKTYpH B KOHTEKCTI KiGep3axHUCTy, a TAKOXK Mepe/i-
6aueHoro 3akoHoM [lepeniky Takux 00’ekTiB B YkpaiHi. € i yiMao iHIMX mpodiem
HAIlIOHAJIFHOTO 3aKOHOJIABCTBA YKPaiHU, SIKe Mano O pPO3BMHYTH 1 JONOBHUTH MiKHA-
POIHO-IIPABOBE PETYIIOBAHHS IPOTHAIT KiOEP3IOUMHHOCTI B KOCMiuHii cdepi.

BucnoBku. KibepoOesneka KoCMiYHOT JiSTIBHOCTI € THM HAIPsIMOM IPaBOBOTO pe-
T'YJIIOBaHHS, SIKMH OCTAB Ha MOPSAKY JEHHOMY CBITOBOTO CITiBTOBapHCTBA JIUIIE Kijlb-
Ka JIECATHIITH TOMY, ajle BHACIiIOK OypXJIMBOTO PO3BHUTKY 3aC001B HEraTHBHOT'O BILIU-
BY Ha KiOepIIpoCTip KOCMIUHOI c(hepH BIICBHEHO BUXOUTH HA MEPIINH TUIaH Y TOIIYKY
LUISAXIB yOe3MeueHHsT KOCMIYHOT iH(PPACTPYKTYpH BiJl 3HUILCHHS YK TOIIKOIKCHHS.

3Baxkarouy Ha Te, 10 K KOCMIYHUM IPOCTIp, Tak i KiGepIpoCTip He 3HAIOTh AepiKaB-
HMX KOPZIOHIB, a 32 MacIITabaMy BIUIMBIB € TPAaHCHALIOHAIBHUMU, TO I IIUIAXY 3ar00iraH-
HS KiOEP3JIOUMHHOCTI B KOCMIUHI#H chepi MaroTh HacaMIiepe/] CTPYKTYPyBaTUCh Ha MiKHA-
ponHoMy piBHi. Hapasi necsiTki MbKHapOIHHUX OpraHi3alliil BKIFOUHIN TUTaHHs 3a0e31ie-
4eHHs Oe3MeKu Kibeprpoctopy 10 cdepu cBoix pocmimkenb. [Ipy 1boMy MpakTUYHO BCi
JOCTIKEHHSL, 11O 3AIHCHIOBAIUCE TTiT €TI0 PI3HUX MDKHAPOIHUX OpraHi3allii, AT
OIIHOCTAMHOI [yMKH: Ha Cy4acHOMY €Tarli po3poOHTH BCEOXOMHHI MIKHAPOIHO-IPABO-
BUI JIOTOBIpHUI IHCTPYMEHT y cepi KibepOe3nexu Hemae XKOJHUX MOMKIIUBOCTEH.

Haif6inpIr gieBUM 1 pe3yNbTaTHBHEM y CEHCI Opi€HTaIil JepkaB Ha 3acCTOCY-
BaHHS THX YH IHIIKX 3aC001B MPOTHAIT KiOEP3JIOUMHHOCTI, Y TOMY YHCIIi B KOCMiY-
Hill cdepi, craB T.3B. TauTiHHCHKUI MOCIOHUK LIONO0 MIKHAPOAHOTO IpPaBa, IO
Moxe OyTH 3acTocoBaHe 10 Kibeponepauiii, pozpobnenuii nij erinoro LienTpy Ki-
oep3axucty HATO. He craBistuu cobi 3a MeTy po3poOIIeHHsI HOBOTO iHCTPYMEHTY
MDKHapOJHOTO MpaBa, POKyC yBaru B mociOHUKY 30CEpE/KCHUI Ha PEKOMEHIAIIIAX
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I[0/10 MOXKITUBOCTI 3aCTOCYBaHHS JI0 KiOepaTak MiXKHapOIHOI Bi/IMOBIIIBbHOCTI, I1e-
pendaveHol iHIUMHE Tany3ssMHA MDDKHAPOIHOTO TIpaBa, a caMe M>KHAPOIHHM HPAaBOM
30pOHHUX KOH(IIKTIB, KOCMIYHIM, MOPCHKUM, TOBITPSIHUM Ta IHIIUMU.

BomHoYac BaYKIIMBO YCBIIOMITIOBATH, IO TpoOJieMa IPpaBoBOro 3a0e3NneueHHs Ipo-
TUJIIT KiOEP3JI0YMHHOCTI B KOCMIUHIH cepi Ha CydacHOMY eTarli He MOXe OyTH BUpILIICHA
BUKITIOYHO 3aC00aMU MiXKHApOIHOTO TpaBa. OCKIbKH KiOep3arpo3H € pi3HOIUIaHOBUMH,
PO3pi3HEHUMH, BOXXKUMH U1 1IeHTH(IKaLlii, 3 YacOM HEKOHTPOJILOBAHUMH HACTI IKAMH,
MIDKHAPOJIHE CMIBPOOITHUIITBO Ta OOMiH iH(OPMAIII€I0 MatOTh TOEAHYBATHCS 3 HAIIIO-
HaJIbHUM PETYJIIOBaHHIM KibepOe3smneku. Came Jieprana € BiAMOBIIATBHO 32 KibepiHg-
PacTpyKTypy Ha CBOill TepuTOpii 1 3a 3amobiraHHs Kideparak 31 CBO€i TepuTOpii; came
BOHA MOXKE IIEPECITiyBaTH 3aMoIiF0BaviB IIKITMBUX KiOEpaKIIii, 8 TAKOX 3a00POHATH
BUKOPHCTAHHS BiIMOBIIHUX 1HQPACTPYKTYp VI BYMHEHHS TPOTUIPABHUX Aid. Tomy
Jy’Ke BaKITMBO Ha JePKaBHOMY PiBHI HAMPAIFOBATH 3aKOHOMABCTBO MIOMO JEP/KaBHOTO
PEryIoBaHHsl, 103BLUIbHOI JisUIBHOCTI, JEPKAaBHOIO HAIAY 1 BIAIOBINAIBHOCTI 3a Kibe-
paraku, 110 3IHCHIOIOTHCS 3 TEPUTOPIT BIIIIOBIIHOT ICpKaBH.

ITpu 11boMy po3po0IIeHHSI CIITBHUX HAYKOBHX JIOKTPHH, 10 0a3yFOThCS Ha CYYaCHUX
norpebax KiOep3axucTy Ta BHSBICHHUX npo6neMax HANPALOBAHHS KOJIEKCIB Kpamioi
TIPaKTHKK, AUTDIOMATHYHI Ta MTOMITUYHI CITUTBHI il Jep>kKaB MTOBHHHI MPOIOBKYBATHCSL.
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Malysheva Nataliia. Cybersecurity of space activities and the possibility of ensuring
it by means of international law

Introduction. Cybersecurity of space activities is the area of legal regulation that ap-
peared on the agenda only a few decades ago, but due to the rapid development of negative
impact on the cyber infrastructure of the space sector confidently comes to the fore in finding
ways to protect space activities from destruction or damage.

The aim of the article. The purpose of this article is to identify both opportunities and lim-
itations in solving problems of cybercrime in outer space by legal means, taking into account
primarily the context of international law.
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Results. Both outer space and cyberspace know no national borders, and are multina-
tional in terms of their scale of influence, so the ways to prevent cybercrime in outer space
must firstly be structured at the international level. Dozens of international organizations have
so far included cyberspace security in their field of activities. At the same time, almost all
researches conducted under the auspices of various international organizations have reached
a unanimous opinion: at the present stage, there is no possibility to develop a comprehensive
international legal instrument in the field of cybersecurity. The most effective and efficient in
terms of the orientation for states to the use of certain means of combating cybercrime, includ-
ing in outer space field, was the so-called Tallinn Manual on International Law Applicable
to Cyber Operations, elaborated under the auspices of the NATO Cyber Security Center. The
focus of the Manual is on recommendations on the possibility of applying to cyberattacks the
international responsibility provisions provided by other branches of international law, namely
the international law of armed conflicts, space, sea, air laws and others. At the same time, it is
important to realize that the problem of legal regulation of cybersecurity of outer space pres-
ently cannot be solved exclusively by means of international law. Because cyber threats are
diverse, fragmented, difficult to identify, and sometimes with uncontrolled consequences, inter-
national cooperation and information exchange must be combined with national legislation.

Conclusions. With the progressive growth of cyberattacks, which pose a risk of damage or
even destruction of critical space infrastructure, the focus of increased attention of the world
community is the development of legal means that would prevent or at least reduce cyber threats
to this important area. Given that 90% of cybercrimes are international by nature, international
organizations and researchers have focused primarily on finding ways to prevent cyber attacks
and eliminate their consequences, including international responsibility, through international
law. Taking into account the limitations of direct treaty international legal regulation in the rel-
evant field, today s level of legal understanding focuses mainly on the application to the cyber-
sphere of the current rules and disposals of traditional branches of international law. At the same
time, the national legislation of each state, built in accordance with the national cybersecurity
strategy taking into account its own needs, the specifics of critical infrastructure, its protection
priorities, etc., should play an extraordinary role in regulating the relevant sphere.

Key words: cybersecurity, cybercrime, space activities, critical space infrastructure, inter-
national law, national legislation.
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Y emammi docniosicyiomvcs Memooonoziuni i meopemuyHi NUMAanHs GopmysanHs npa-
606020 3a0e3neyenns yugpposizayii 3emenvHux 8ioHocun ¢ Ykpaini. JJosooumucs, uwjo npagosi
HOpMU, SIKI pe2laMeHmyromsb YuGposizayito cyCRiibHUX 8IOHOCUH, € CKIAO080I0 YACMUHOIO
AOMIHICMPamueHo20, YUBLIbHO20, 3eMeNbHo20 ma inwux eanyseti npaga. OOTPyHmMosyemvcs
BLICHOBOK, U0 NPABOBA IHPPACMPYKIMYPA Yudposizayii 3emebHuX GIOHOCUH BKIIIOYAE NPABOGe
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