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NPABOBI NMPOBJIEMU CTPAXOBOI'O 3AXUCTY
BIl KIBEPPU3UKIB Y KOCMIYHIW QIANbLHOCTI

Y emammi oocniodxcyromecs npobnemu 3abe3neuenHs 3axucmy KOCMiYHUX iHpopmayii-
HUX MeXHON02ill 810 MOXCIUBUX Kibepsazpos. ObIpyHmMosyemvbcs HeobXiOHiCMb NOOANbULOZO
PO3GUMKY 0COONUBO20 UOY CMPAXYBAHHS — CMPAXYB8AHHS KiOeppu3uKie sk egekmuenoco
@inancoo-npasosoeo mexanizmy GiOWKOOY8AHHs 30UMKIB, 3HUNCEHHS GMPAM, WO SUHUKIU
BHACIIOOK Kibepinyudenmie y cghepi KOCMiUHOI OisLIbHOCMI.
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PU3UKI8, Kibepinyuoenm.

Kpacunuu H.J]. IlpaBoBbie Npo6;1eMbI CTPaX0BOii 3alIUTHI OT KHOEPPHCKOB B KOC-
MHYECKOI 1eATeTLHOCTH

B cmamvwe uccnedyiomes npobnemvr obecnedenus 3auumsl KOCMULECKUX UHDOPMAYUOH-
HbIX MeXHON02UTE OM BO3MOJICHbIX Kubepyepo3. ObocHo8bI8aemcs: HeobX00UMOCmb 0albHell-
we20 pazeumus mako2o 6U0a CMpAaxo8aHis — CHMpaxosamue Kubeppuckos Kax s hexmuernozo
UHaHCOB0-NPABOBOCO MEXAHUIMA CHUICEHUS YOBINKOS, BO3HUKAIOWUX 8Cle0cmaue KubepuH-
YUOEHMO8 8 cihepe KOCMUHECKOU OestmenbHOCTU.

Kniouesvle cnosa: rxocmuueckas OesimenvHOCHb, Kubepbe3onacHocmo, Kubepyaposa,
cmpaxosanue Kubeppuckos, KubepuHyuoeHm.

Krasilich Nataliia. Legal problems of insurance protection against cyber risks in
space activities

The article investigates the problems of ensuring the protection of space information
technologies from possible cyber threats. The necessity of further development of a special
type of insurance — cyber risk insurance, as an effective financial and legal mechanism for
compensation of losses, reduction of losses caused by cyber incidents in the field of space
activities is substantiated.

Key words: space activity, cyber security, cyber threat, cyber risk insurance, cyber incident.

Beryn (aktyanbHicTh Temu). CTBODEHHSI HOBUX CHCTEM 3B’SI3Ky, HaBiramii
Ta MOHITOPHHTY SIK HalpsSM PO3BUTKY KOCMIYHHMX TEXHOJOTIH 3aBXKAW CHpPUSIB
SKICHUM 3MiHaM y JKHTTi JIIOACTBA. 3HAYHUH CETMEHT Cy4acHOi KOCMIiYHOi iH(-
PACTPYKTYpH 3aiiMaloTh CYNyTHHKOBI TeieKoMyHikauii. Inopmauis 3 cymyTHu-
KiB aKTUBHO BHKOPHCTOBY€THCS B pi3HHX C(I)epax JIOICHKOT TisSUTBHOCTI: HayKOBIH,
€KOHOMIiuHill, BINCHKOBiH Ta iH. 3pOCTaIOTh 1 iHBECTHUIIi] B KOCMiUHi IPOEKTU Ta
HAyKOBO-OCHIAHUIBKI Iporpamu. Ilopsn 3 TUM KOCMiuHa JisSUIBHICTB Maibxke Ha
OyIb-sIKOMY eTari ii peaizalii 3aBKIu XapaKTepUu3yBaiach MiJBUIIIEHUM PU3UKOM,
HACJIIIKOM SIKOTO MOXKYTb CTaTH JKUTTSI 1 3JI0pOB’S JIFOJICH, & TAKOXK 3HAYHI 30MTKH
MaifHOBOTO XapaKTepH, 110 BUHHKAIOTh y pasi aBapiil Ta karacTpod. 3 MOSBOIO i
3aCTOCYBaHHSIM HOBITHIX iH(OpMaLiMHUX KOCMIYHUX TEXHOJIOTIiH 3’ABIAIOTHCS 1
HOBI pU3HKH, Ki MOB’s13aHi i3 3a0e3meueHHsIM KibepOe3rneku B AaHiid chepi.
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OTxe, pO3BUTOK 1H(GOPMAIHHIX TEXHOJIOTIH 3yMOBHB BUHHKHEHHS HOBHX
3arpo3, KiOep3JOYMHHICTh CTajla OJHIEI 3 TOJOBHHX MPOOJIEM Cy4acHOTO CBITY
iH(pOpMaLIIHUX TEXHOJIOTIH, SIKI TAKOXK Oe3MocepeHbO CTOCYIThCs 1 chepu Koc-
MmiuHoi misteHOCTI. 3a manumu Allianz Global Corporate & Specialty iHpopmamniitai
3arpos (kibep3arpos3u) y 2019 p. ynepiie Ha3BaHi cepel HalHOIIbII PU3UKOBUX YHH-
HUKIB, IO CIPUYMHSIOTH 3001 y AisuibHOCTI Oi3Hecy. Y 2020 p. y 3B’s3Ky 3 maHje-
mieto COVID-19 ta nepepuBanHsM Oi3HeCy KiOep3arpo3u nepeMiCTHINCh Ha TPETIO
MO3MIIif0, OJIHAK SKCIIEPTH BBAXKAIOTh, 1[0 HaJaNi Kibep3arpo3u CTaHyTh OUIBIIO
Hebesnekoro, Hik y 2020 p. ExcriepTHa OIliHKa CBIIYHTH, IIO CBITOBA €KOHOMiKa
BTpadae Oible oHOTO BincoTka cBiToBOoro BBII, 1o Ha 50% Oinbie, HixK 1Ba pOKH
tomy'. Tomy 3arajibHi CBITOBI TEHIEHLIT PO3BUTKY KOCMIYHOI HisUIBHOCTI 3HAYHOIO
MIpPOIO OB’ s13aHi 3 HEOOX1THICTIO 3a0€3MEUEeHHS CTPAaXOBOT0 3aXUCTy KOCMIYHHX iH-
(dbopMmanifHUX TEXHOJIOTIH BiJ MOXXIMBUX Kibep3arpo3 y nasiit cepi.

Orasp Jiteparypu. B ropunuuniii nitepaTypi npaBoBi NIUTaHHS 3aXUCTy iHGOp-
MalliiHUX TEXHOJIOTIH caMe B KOCMIiYHiH AiSUIbHOCTI MPAaKTHYHO HE JOCTIHKYBAJIUCH.
OkpeMi MUTaHHS MPABOBOTO 3a0E€3MEUeHHs 3aXMCTy KOCMIYHOI iHPPACTPYKTypH JO-
ciipkyBanuck y podorax H. P. Manumesoi, JI. B. Copoku, B. B. Cemensiky, I 1O. 3y0Oxka,
A.M.Typoaoi, O.C. Crensmax. [Topsin 3 THM mpo0ieMu 3axucty indopmarii Ta iHpopma-
LIHEX pecypciB y KibeprpocTopi HaOyu BioOpakeHHs B podoTax (axiBIliB pi3HHX ra-
Jy3ei rpasa (aJMiHICTPaTUBHOIO, KPUMiHAIEHOTO iH(pOpMalIiiiHOTO, IMBLILHOTO Ta iH.)
I.B. Apicrosoi, II./I.binenuyka, K.I. bensikoBa, M. C.Bepry3aeBa, O.M. [Ixyxu,
B.II. €EmenbsaoBa, P.A. Kamoxuoro, b. A. Kopmuu, B. A. Jlinkana, A.I. Mapyiaka,
I. B. ®opoc, B.C.[Humbantoka, O.O.Yepuonora, B.I.Illakyna Ta in. OaHak opra-
Hi3allifHO-IIPaBOBI MUTaHHSA CTPaxXyBaHHS KiOeppU3UKiB SIK cHocoOy MiHiMi3aril
30UTKIB, 3aBJaHUX Kibeparakamu, y cdepi KOCMIUHOI HisUTBHOCTI, MPAKTHYHO HE
po3msaanuck. [lepeBakHO OKpeMi NMUTaHHS PO3BUTKY CTpaxyBaHHs KiOCpPpPH3HKIB
JOCIiIKyBall HaykoBIi exkoHoMiuHoro npo¢imo B.II. Bpatiok, E.JI. Cemenosa,
C.Bonocosuy, 0. Koxeny6, H. B. IIpukastox, T.IT. Moraiko Ta iH.

IMocranoBka npoodsieMu aAocixkeHHs. [TopylieHHs mpolecy oTpuMaHHs Ta 00-
MiHy iH(pOpMaLI€0 3a JOMOMOTOK KOCMIUYHHX CHCTEM MOXE MPU3BECTH JI0 3HAUHHX
HEraTUBHUX HACTIJKIB. Y 3B’S3Ky 3 LIUM ITUTAHHA 3a0€3MEYECHHs CTPAXOBOTO 3aXUCTY
iHpOpMAIIIITHUX TEXHOJIOTIH y cdepi KOCMIYHOI AiSNIBHOCTI MOTpeOy€e IPyHTOBHOTO
OTIPAIFOBAHHS Ta PO3B’A3aHHS, OCKIIBKY ICHYFOY1 MEXaHI3MH IPABOBOTO 1 IEPKABHOTO
PETYIIIOBaHHS Ha CHOTO/IHI HE BPEryJIbOBaHI B JOCTaTHROMY 00CsI31 Ta MOTpeOyOTh BH-
pilreHHs. 3po3yMiNio, IO CTpaxyBaHHS KiOEPPH3UKIB HE 3MOXKE 3a0€3IICUUTH ITOBHUIH
3aXHCT BiJl KiOEP3JIOYMHHOCTI, MPOTE 3aIyUeHHS CTPAXOBHX IHCTPYMEHTIB 3aXHCTY
MalHOBHX iHTEpECiB Cy0’€KTIB KOCMIYHOI AiSTIBHOCTI € 00’ €KTUBHOIO HEOOX1THICTIO 1
JIaCTh 3MOT'Y MiHIMi3yBaTH MOXJIMBI 30MTKH, 3aBJJaHi BHACIIIOK KiOEPiHIUICHTY.

TIpuKTa oM CHCTEMHOTO MiIX01y PO3B’s3aHHs pobiieM Kibepoe3neku y chepi
KOCMIi4HOT misibHOCTI BBaxkatoTh gAocBin CIIA. Tak, BianmoBigHo a0 JupexTHBH
3 kKocMmiuHol mosituku Ne 5 Bix 4 Bepecus 2020 p.? 10 BIaCHHUKIB Ta OmeparopiB
KOCMIYHHX CHCTEM CTaBHTBLCSI BAMOTa PO3POOIISITH Ta peati30ByBaTH IJIaHU Kibep-
0e3IMeKH, sIKi, cepe/ IHIIOro, MalTh MICTHTH: a) 3aXUCT BiJl HECaHKIIOHOBAHOTO
JOCTYIy 70 KpUTHYHUX GYHKIIH, 6) 3axonu (i3MYHOIo 3aXHCTy CHUCTEM YIpaB-
JIHHS Ta TEIEMETPUYHOTO MPHUiiMada; B) 3aXKCT 3B’ 3Ky 32 JOMOMOTOI0 3aXHIIe-
HUX TIepeaBayiB mpuiMaHHs, IHUPPYBaHHS, MOHITOPUHTY TOTYKHOCTI CHTHAIY,
I') 3aXMCT Ha3eMHUX CHUCTEM 3 METOIO 3MCHIIEHHS PU3UKY 3apa>KeHHS IIKiUIHBUM
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MIPOTPaMHUM 3a0€3MeUeHHIM Ta 3JI0BMHCHOTO IOCTYITy 1O CHCTEM, Y TOMY YHCIi
BiJl iHCAMIEPChKUX 3arpo3; 1) NPUHHATTS NPAKTHK TirieHn kidepOesneku, ¢izuy-
HOi 0e3MeKH aBTOMAaTH30BaHUX 1H(GOpPMaLifHUX CHCTEM 1 METOLONOTiH BUSBICHHS
BTOPTHEHB JI0 €IEMEHTIB CHCTEMH, TaKHX SK iHQOpPMaIiifHi CHCTEMH, aHTSHH, Tep-
MiHaJIK, TIPUMadi, MapIIpyTU3aToOpH, OB’ sI3aHi JIOKaJIbHI Ta I00aibHI Mepexi i
JDKEpesa )KHUBJICHHS; €) YIPaBIiHHS PU3MKaMH BChOTO JIAHIIFOTA MMOCTABOK; OLliHKA
HIIMX TOCTYIHUX 3aXO/iB 3MEHIICHHs PH3UKY>. BoqHOYac BUMOTH 11010 HEOOXiz-
HOCTI CTpaxyBaHHs KiOeppH3HKIB JaHHWH JOKYMEHT HE MiCTHUTh, OTXKE, BHPIIICHHS
LILOTO IUTAHHS BiJAAETHCS HAa PO3CYA BIACHUKIB KOCMIYHHX CHCTEM.

Buxkian ocHoBHoro marepiany. Konsenuis Paau €8ponu npo kibep3no4nHHICTh
(Bynmarremtchka kouBeHmis) 2001 p. crana HaiOUTHIT BA3HAHKM MIKHAPOTHO-TIPABO-
BUM JIOKYMEHTOM Y c(hepi 60poThOM 3 Mi>KHAPOAHOIO i HAILIIOHAILHOI KiOep3JI0YHH-
HicTIO (patudikoBana Ykpainoro 07.09.2006 p.). ¥ npeamOysi KoneHuii BctaHoBIe-
HO, 1110 BOHA € «HEOOX1IHOIO JUIsl 3yIMHEHHS Jilf, CIIPAMOBAHUX IPOTU KOH(DiAeHi-
WHOCTI, HTICHOCTI Ta JOCTYMHOCTI KOMIT FOTEPHUX CHCTEM, MEPEX 1 KOMIT FOTEPHHUX
JaHUX, & TAKOK 3JTOBXHBAHHS TAaKMMHU CHCTEMaMHM, MEPeXaMH i JaHUMH, IUIIXOM
BCTAHOBJICHHS! KPUMIHAJIBHOI BiNOBIAIILHOCTI 3a TaKy MOBEJIHKY, 5K 1€ OIMUCAHO
B KoHBeH1ii, HaJaHHs MOBHOBa)KEHB, TOCTATHIX Ul €(PEKTHBHOI OOPOTHOM 3 TaKH-
MU KPUMIHAIBHUMH TPaBOMOPYIIEHHSIMH HIIIXOM CHPHSHHS IXHHOMY BHSBIIEHHIO,
PO3CIIiIyBaHHIO Ta NEPECIilyBaHHIO, SIK Ha BHYTPILIHBOJICP)KaBHOMY, TaK 1 Ha MiXk-
HapOIHOMY PIBHSX, 1 YKJIQJICHHS JOMOBJICHOCTEH 1010 IIBHUIKOTO 1 Ha{IITHOTO MiX-
HaApOmHOTO criBpobiTHUITBa»?. [TounHatoun 3 2011 p., Ykpaina 6epe y4acTb y peai-
3auii npoekty Pagu €Bporu Ta €Bponeiicbkoro Corosy «KibepsnounnHicTb@CxinHe
HapTHEPCTBO», METOIO SKOTO sKpa3 i € edexTuBHa iMmeMeHTanis bynanemTceroi
KOHBEHIIIi, YIOCKOHAJICHHSI HAIliOHAJIBHOTO 3aKOHOIABCTBa B cdepi OOpoThOH 3 Ki-
0ep3JI0YMHHICTIO, HAJIATO/DKEHHS JICPYKABHO-TIPUBATHOTO MAPTHEPCTBA B 11l cdepi.
Aute, Sk 3a3Ha4aIOTh (paxiBIli, 11 poOOTa BEAETHCS 32 3aUMHEHUMHU ABEPUMA, 32 TY>KE
00MexKeHOT KITBKOCT] YIaCHHKIB, 1 TOMY Jy>Ke JIETKO HiBEJTIOETECS 3aKOHOIPOCKTaMH,
SIKi BHOCSTBCS THMH, XTO HE € JOIYIEHUM JI0 IIi€l poGoTH®.

V¥ 2013 p. €sponeiicekum Corozom Oyna yxsaneHa Crparerist kibepOesnexu, B
sIKift Oynu nepen0adeHi 3aX0U 3 TaKUX HANPAMIB: JOCSTHEHHS KiOepCTifKoCTi; CyT-
TEBE CKOPOUCHHS KiOEP3JIIOYMHHOCTI; pO3pOOKa MOMITHKH KiOepOoOOPOHH, TIOB’I3aHOT
31 CHiJIbHOFO TOJIITHKOIO OE3MeKH i 000POHH; PO3BUTOK BUPOOHHYHX 1 TEXHOJIOTTUHHX
pecypceiB Uit KibepOe3neky; CTBOPEHHs! y3TODKEHOI MIXKHAPOIHOI MOMITUKU Kibep-
npocropy st €C i mpocyBanHst ocHOBHEX HiHHOCTel €CC. A Bke y 2016 p. Ha po3-
BuTOK nanoi Crparerii €Bporneiicbkum [Tapmamentom Oyna npuithsata Jupexrusa €C
IIO0 3aXOMiB i3 3a0e3MeUeHHs] BUCOKOTO 3arajbHOTO PiBHS O€3MEKH MEPEKEBHUX Ta
iHdopmaniiinux cucteM y BcboMy Coro3i, 3TiTHO 3 SIKOIO KOXHa AepkaBa—aieH €C
3000B’s13aHa PO3POOHTH BJIACHY CTpaTerito kKibepbesmneku Ta criBnparoBatu 3 €C Ta
ypsiiamu kpain—unieniB €C yepes crielianbHO CTBOPEHY AUpeKTHBO0 [pymy criiBpo-
6iTHULTBA, 0GiniliHy MiATPUMKY sIKiil 3000B’13aHO HafaBaTU €BPONENHCHKE ar€HTCTBO
i3 MepexkeBoi Ta iHpopmaniiHoi Oe3meku (ENISA), sike nenerye 10 ckiamy rpyIs CBo-
X TIpeJICTAaBHUKIB pa3oM i3 wieHamu €C Ta npeacTaBHuKaMu €BpOKOMicii’.

B VkpaiHi OCHOBY HallioHaJLHOTO 3aKOHOZABCTBA Ipo KibepOesmeky ckiania-
10T 3aKkoHu Ykpainu «IIpo indpopmariion®, «Ilpo 3axucr indopmarii B iHpopma-
IiffHO-TeIeKOMYHIKaIliMHUX crcTeMax»’, «IIpo HamioHansHy Oe3meky Ykpaitm»!'?,
«IIpo ocHOBHI 3acanu 3a0e3neueHHs KibepOe3nekn Yrpainm»'!, a TakoK HU3Ka HOp-
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MaTHBHHX aKTiB, 30kpema CTpareris HalliOHAIbHOI Oe3mexn YKpainu'? (sSKa MiCTUTh
MUTaHHA 1 cTparerii kibepoesnekn Ykpainu'?), Jloktpuna iHpopMariiiHoi 6e3mexu
Vkpainu'?, 3aranbHi BUMOTH 10 KiGep3axucTy 00’ €KTiB KpHTHYHOI iHPPACTPYyKTy-
pu'"® Ta iH. BogHovac crieniaibHi HOPMATHBHI MOJIOKEHHS, 1110 6E3M10CEPEHBO CTO-
cyroThes 3a0e3neueHHs KibepOesnekn B KocMivHil cdepi BiacyTHi. Tak, y 3akoHi
Vrpainu «IIpo KocMiuHy IisUIBHICTE»'® HABITH HE 3ragyeThes PO HEOOXiTHICTH 3a-
OesneueHHs KibepOe3neku B naiit cepi. O1xe, B YkpaiHi Xoua if icHye BiqnoBiiHa
3aKOHOJaBYa 0a3a, sika repeadadyae MOCHICHHS 3aXOJliB 3 KibepOe3neku, ofHak il
peatizailisi uepes MpaBoBl MEXaHI3MH HEIOCTaTHBO e(DEeKTUBHA.

3a CTaTUCTUUHMMHU MiJpaXyHKaMH, KUIBKICTh KibepaTak 3poCTae 3 KOXKHUM PO-
koM. KibepiHIuIeHTH 31aTHI 3aBAaBaTi 3HAYHUX (DIHAHCOBUX 1 peryTalliifHUX 30HT-
KiB SIK OKPEMHM KOMIIaHisIM, TaK 1 eKoHOMIIl kpaiH. Hanpukaz, B Ykpaini nuiie 3a
OCTaHHI KUIbKa POKIB Jep>KaBHI YCTaHOBU HEOAHOPA30BO Oynu aTakoBaHi 3 Kibep-
npoctopy. Tak, 3a qaHuMu JlepKaBHOT CIyKOU CIEIialbHOTO 3B 53Ky Ta 3aXHCTY
iHpopmarii Ykpainu, Tineku 3a nepioa 3 30 rpymas 2020 p. mo 05 ciuns 2021 p.
CHUCTEMa 3aXHILIEHOTo AOCTYIY JIEpP)KaBHUX OpraHiB J0 Mepexi [HTepHeT 3a0ioKy-
Baja 76 328 arak pi3HUX BuAiB, Mo Ha 32% Oinblie, HiXX MONEPEIHBOTO THIKHSI.
[NepeBaxkHa OUTBLIICTH — [Ie MEPEIKEBI aTakK MpUKIaaHOTO PiBHA (99%). [lepeBaxHa
OUTBIIICTh 3a(h)iKCOBAaHHX MiZO3PIIUX MOIIN CTOCYEThCS CIPOO BUKpaIeHHS iH(Op-
maii (38%), MepexxeBoro ckanyBaHHs (27%), cipod OTpUMaHHSI IPaB KOPUCTyBavya
(13%) Ta cipo6 oTprManHs paB agMiicTparopa (12%)".

Ha cporomHi ofHUM 3 TPAaBOBUX CIIOCOOIB 3aXUCTy BiJl HETAaTUBHUX HACIIJIKIB
kibep3arpo3, 30kpeMa i cepi KOCMIYHOT AisIIBHOCTI, MOXKe OYTH CTpaxyBaHHS Ki-
Oeppu3uKiB K (PiHAHCOBO-IIPABOBUI MEXaHi3M BiALIKOIyBaHHS 30UTKIB, 3HIKCHHS
BUTpaT, 3aBlaHuX Kibeparakamu. CTpaxyBaHHs KiOEpPU3UKIB — JOBOJNI HOBHU BHJI
crpaxyBanHs. Ilepiri 10roBopu cTpaxyBaHHs KiOeppU3WKIB OynH YKIaJeHi mie y
20102011 pp. y CHIA. Ils Tema akTUBHO 0OTOBOPIOBANACH Ha MIOpiYHOMY (opyMmi
B [laBoci y 2012 p. OgHak aKTHBHE 3pOCTaHHS 11bOTO BUJY CTPaxXyBaHHs [1049aJ10Cs
JICIIO Mi3HIIIIe, MICJIT MACOBUX 3JIaMiB KOPIIOPATUBHUX 1 yps10BuX pecypcis y CILA.
Tomy 90% pHuHKY cTpaxyBaHHs KiOSppH3HKIB ITPUIIA/IA€ HA CaMe Ha I[10 epkaBy'®.

B Vkpaini kibepcrpaxyBaHHs rnepedyBae Ha IIOYaTKOBOMY €Talli CTAaHOBJICHHS Ta
noTpedye po3poOKH iHHOBALIHHMX MiJXOIIB O IIOATIBIIOTO PO3BUTKY, BPAXOBYIOUH
HAKOMMYCHUI MO3UTUBHUI JOCBI/ 3apyOiXKHUX KpaiH y oMy Hanpsimi. Hapasi mo-
MEHT CTPaxoBi KOMIaHii TIIbKK HAIPalbOBYIOTh IPAKTUKY CTPaxyBaHHS KiGeppH3u-
KiB, 1 Taki JOTOBOPH CTPaxXyBaHHs MOOIMHOKI, OCKUTHKH MOAIOHUX CTAaHIaPTH30BAHIX
MIPOIYKTIB HE iCHY€E. 3arajoM JOTOBIp CTpaxyBaHHs KiOEppPH3HKIB CIPSIMOBAaHUIN Ha
Bi/IIIKO{yBaHHS 30UTKIB, SKi MOKyTh BUHUKHYTH y CTpaxyBaJbHUKA BHACTIJJOK BU-
TOKY JIJaHWX, BUXOJY 3 JIa/ly Pi3HOTO 00JIaHaHHS, a TAKOXK 1HIIMX Kibep3arpo3arpos.

Crtiz 3a3HaYUTH, 1110 YHMHHE 3aKOHOABCTBO YKpaiHH, 30kpeMa 3akoH Ykpainu «IIpo
CTpaxyBaHHs»'’, He TiependayaroTh BUTIAIKIB CTpaxyBaHHs KibeppusukiB. Y chepi Koc-
MIYHOI AiSUTBHOCTI IIMM 3aKOHOM Hepef0adeHo JHIie 00O0B’S3KOBE CTpaxyBaHHS IIH-
BUIBHOT BIAMIOBIZAIBHOCTI Cy0’ €KTIB KOCMIYHOI IisUTHHOCTI (1. 23 CT.7) Ta cTpaxyBaHHS
BIMOBIIAJILHOCTI IIIO/I0 PH3HKIB, MOB’SI3aHUX 3 MiJrOTOBKOKO JIO 3aIyCKy KOCMIYHOT
TEXHIKM Ha KOCMOJIPOMI, 3aITyCKOM Ta €KCILTyaTalli€ero ii y KocMi4HOMY mpocTopi (I1. 25
ct.7 3axony «IIpo crpaxyBaHHs»). [leBHMM YMHOM CTpaxyBaHHs KiOeppU3HKiB YaCTKO-
BO MOJKe OYTH BiZJHECEHO Ha PaXyHOK OKPEMUX BHUIIB JOOPOBLILHOTO CTPAaXyBaHHS, SK-
TO CTpaxyBaHHs (PiIHAHCOBHMX PH3HUKIB Ta iHIIMX BHUIIB (11. 18, m.23 ct.6 3akony «IIpo
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cTpaxyBaHHs»). OJHAK CITiJ 3a3HAYMTH, IO XapaKTepUCTHUKA Ta KBamidikamidHi
03HAK{ BUIB JOOPOBUILHOIO CTpaxyBaHHsS, pO3po0iieHa BiIMOBIAHO 10 4.5 CT.6
3axony «IIpo cTpaxyBaHHsA» (i3 MOJANBIINMH 3MiHAMH), TAKOX HE MiCTHTb I10JIO-
KEHb II0/I0 OCOOIUBOCTEH CTpaxyBaHHs Kibeppu3ukis.

Sk 3a3Ha4arOTh (haxiBIl, HETOTOBHICTh YKPATHCHKOTO CTPAXOBOTO PUHKY aKTHBHO
PO3BHBATH CTPaxXyBaHHs KiOeppH3MKiB 3yMOBJIEHA HH3KOIO NPHYMH: B YKpaiHi Ie He
chopMOBaHUIl CTPaXOBUIl PUHOK 13 CTpaxXyBaHHs PU3UKIB y LIIOMY; OOMEXeHa Kilb-
KiCTh (paxiBIIiB-CTPAXOBHUKIB Y 1iif cdepi; HETOTOBHICTh, HEMOBIpa MOTCHIIIHHUX CTpa-
XyBaJIbHUKIB y CaMy MOXJIMBICTh TIOKPUTTS KiOEPPU3MKIB CTPAXOBUKOM; MPOOIEMH 3
OTpUMAaHHAM HeoOXiqHOi iH(popMallii BiJ HOTEHIIHHUX CTPaXyBaJIbHUKIB VIS CKIIaaH-
HsI TIPOTpaM CTpaxyBaHHs;, (HJIHAHCOBI MPUYMHH, OCKLUIBKH BapTICTh CTPAXOBOTO TOJi-
Cy MOYKE JJOXOUTH 0 JEKITBKOX IECATKIB THCSY MoapiB’'. B ykpaiHChKuX peanisx, a
0COOJIMBO 1I€ CTOCYEThCS Cpepu KOCMIYHOI AiSUTLHOCTI, Jie OLIbLIICTh iH(pOpMalii 3ace-
KpedeHa 1 JUTsl [IbOTO € IPUYMHY, TANCKO He 3aBKAH MOXKHA IPOBECTH MEPEBIPKY IIeper
ay/JIMTOM BIJINIOBITHOT CUCTEMH KJTIEHTA 1, SIK PE3YJIBTAT, CTPAXOBUKH HE TOTOBI HAJIaBaTH
TOBHOIIIHHI MPOTpaMy CTpaxyBaHHs Kibeppu3ukiB. KpiM TOro, 3HaYHOMO MEPEIIKoI0r
JI0 YKJIaJICHHS TaKUX JIOTOBOPIB CTPAXyBaHHS € BUCOKA BAPTICTh CTPAXOBHX IPOrpaMm,
OCKITBbKU CTPAaXOBUKH MPALOIOTH 13 HEJOCTATHBOKO CTPAXOBOKO CTATHCTHKOIO.

B HUHILIHIX YMOBaX, K MPABUIIO, TUTAHHS CTPAXyBaHHS KiOepPH3UKIB BKITFOUAETh-
Cs1 10 KOMIIEKCHUX JOTOBOPIB CTpaxyBaHHS MaiHa, BiNOBiJalbHOCTI, (hiHAHCOBHX pU-
3MKIB, 1110 3HAYHO OOMEKY€E BiJIIIKOTyBaHHS 3aBAaHNUX 30UTKIB, i OCHOBHHM CTPaxOBUM
BUII4IKOM BBKAKOTHCS 30UTKH, SIKI BUHHKIIM BHACITIIOK MOPYLIEHHST POOOTH KOMIT O~
TEpHOI Mepexi cTpaxyBalibHUKa a00 ii cucteM Oe3neku, Yyepe3 BTpydaHHs TPETiX ocio.
B ineani norosip cTpaxyBaHHS Bil KiDeppHU3HKIB MAaKCHMAaJIbHO IOBHHEH IOKPUBATU
30MTKH CTpaxXyBaJIbHHKA, 3aBJIaHi BHACIIIOK KibepaTak, Xxoua Ha TMPAKTHIl BCI PHU3UKH
nepea0aIuTH HeMOXKITMBOR. OCOONHUBICTIO YKIIAJICHHSI JIOTOBOPIB CTpaxXyBaHHs Kidep-
PU3UKIB — 1€ BU3HAYEHHS BUIB PH3UKIB, sIKi OyIyTh IOKPUBATUCS TaKUM JOTOBOPOM.
Tax, Ha TyMKy CTPaXOBUX €KCIEPTiB, BUALULIIOT TaKi IPyNU PU3MKIB: PU3UK BTPaTH iH-
(opmairii cTpaxyBaJIbHAKOM P TOPYILICHHI pOOOTH KOMIT FOTEPHUX CHCTEM; PU3HK (i-
HAHCOBHUX BTPAT CaAMOT0 CTPaxXyBaJIbHUKA MPH MTOPYIICHHI POOOTH KOMIT FOTEPHUX CHC-
TeM (HaIpHKIIa, BTpadeHa BUTO/IA); PUSKK (piHAHCOBHX BTpAT 32 PErPECHUMH N030BaMH
(BiZMOBITAJTBHICTH MIEPE TPETIMU 0CO0AMHM); PU3HK (PIHAHCOBHMX BTPAT Ha BiTHOBJICHHS
MPOrpaMHOTo 3a0e3neueHHs Ta iHpOopMallii; pU3HK (HIHAHCOBUX BTPAT 33 3AUPHUIITBOM
npH BipyCHOMY OJIOKYBaHHI KOMIT foTepHEX cictem?. Kpim Toro, y Bumaakax KiGepis-
LUICHTIB MOXKYTh BUHHKHYTH HE TUTbKH BHILE3raaHi (iHAHCOBI 30MTKH, a i Marepi-
aJbHI 30MTKH, ITOB’A3aHi1 3 IMOIIKOKEHHIM TEXHIKHM a00 B3araili 3HUILECHHIM.

3aranoM 30UTKH BiJ KiOeppu3uKiB, y OUIBIIOCTI BUIIAJKIB, MOUIIOTs HA TPH
rpynu?. Jlo mepIoi rpymnu BXOISTh MPsMi 30MTKH, TOOTO BUTPATH CTPaxyBalbHUKA
Ha BiJIHOBJIEHHS IMOUIKOPKEHOI 1HOPACTPYKTypH (HAIpHKIa, NMpHAOaHHS HOBOTO
oOnaHaHH, BIJIHOBJICHHS MOIIKOXKEHOTO), YCYHEHHS MPOTajMH y CUCTeMi Kibep-
0e3MeKn CTpaxyBalbHHKA, 10 CTAIH NPUYHHOI0 BUHUKHEHHS KiOSpiHIUICHTY, BU-
TpaTy Ha BiIHOBJICHHS BTpadeHol iH(opMallii, BUTpaTH HA MOCIYTH CHELiaicTiB,
3aJIy4eHHUX JJIs1 ONIEPATUBHOTO pearyBaHHs Ha KiOSpIHIIUICHT.

Jo npyroi rpymnu ciif BiiHECTH 30MTKH BHACHIIOK BiMOBIIAILHOCTI CTPaxyBalib-
HHKa [Tepe]] TPETiMu 0co0amu. B JaHOMy BUMAIKY BiIIIKOAYBaHHIO MOXKYTh ITiIISTaTH
MarepialibHi 30UTKH, MOpaJIbHA IIIKOJIA, & TAKOX 30MTKH 32 MOPYIIICHHS TpaB iHTENICK-
TyaJbHOI BacHOCTI Tomo. Citiji 3a3Ha4UTH, 10 (PaKT HACTAHHS CTPAXOBOTO BUMAJIKY
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BIJIMOBITAJIHOCTI TEpe/ TPETIMH 0CO0aMH ITiATBEPIKYEThCS PIIICHHAM CYIy, HpH
LIOMY CTPaxOBHK HE HECE BiIIOBIIAILHOCTI 3a Tpy0i MOPYIICHHS CITIBPOOITHUKAMH
KOMIIaHil CTpaxyBajbHUKA BUMOT 3 KibepOe3Ieky, 3a IaxpaichKi JIii cTpaxyBajlbHUKa
i 1if #oro cmiBpoOITHHKIB, SIKI BUKJIMKaHI X HEOCTATHHOIO KBaNi(iKaIli€ro.

Jlo TpeThoi rpylH BiJHECEHO BUTPATH HA TaK 3BaHHI KPHU30BUN MEHEIXMCHT,
TOOTO BUTpAaTH Ha PO3CIiAyBaHHs KiOEpPIHIMACHTY (3aJydCHHsS €KCIEpTiB 3 Kibep-
Oe3IeKy, KOHCYIBTaHTIB, FOPUCTIB AJIs MiHiMi3alii BUTpAT Ha yCyHEHHS! HETaTUBHUX
HaCIIAKIB Ta iH.). J[o pedi, OCTaHHI CTPaxoBi PU3UKHU HE 3aBXKJH BKIIIOUAIOTHCS JI0
CTPaxOBHX MPOTrpaM JOTOBOPIB.

OCHOBHOIO CKJIQJIHICTIO B TIPOLIEC] BiALIKOyBaHHs 30UTKIB 3a JIOrOBOPOM CTpa-
XyBaHHs KiOeppu3uKiB € ¢ikcamis (GakTy CTpaxoBOTO BHIIAJIKY, PO3MIp 3aBIaHHX
30MTKIB 1 JOBEACHHS MPUYUHHO-HACITIIKOBOTO 3B 3Ky MK CTPaXOBUM BHIAIKOM 1
3asBJIICHUMH 30UTKaMH, OCKITBKU CyMy 30UTKIB HEOOXiJJHO HE TUIbKH ITiAPaxyBaTy,
a i TOKYMEHTAIIbHO MIATBEPIUTH. Y IIMX BHUIAJKAX MPOBOIUTHCS BiIMOBiIHA €KC-
NepTr3a, SKa Ma€ JT0BECTH ab0 CIIpoCTyBaTH (pakT HACTAHHS CTPAXOBOTO BUITAIIKY.

3po3yMisio, 1m0 caM (akT yKIaaeHHs JOTOBOPY CTpaxyBaHHS KiOEppPH3UKIB HE
MoOxe 3a0e3NeuuTH 3aXUCT BiJl MOXJIMBUX KiOep3arpos, ajie MoXe rapaHTyBaTH
CTpaxyBaJbHAKAM BiIIIKOIYBaHHs 3aBIaHMX HoMy 30WTKiB. | Xo4a Ha ChOTOIHI
B YKpaiHi HE iCHy€ HaJe)KHOI HOPMATHBHO-IIPABOBOI 0a3u CTpaxyBaHHS KiOippH-
3MKiB, a TaKOX AITOPUTMIB iX OLiHIOBaHHSA, ane 3akoH Ykpainu «IIpo ocHOBHI
3acangu 3a0esneucHHs KiOepOe3meku YKpaiHW» MICTUTh BU3HAYEHHS OCHOBHMX
TEepPMiHIB, HA OCHOBI SKHX MOXE BH3HaYaTHCh ifeHTU(iKaLisg MaiOyTHIX 3arpo3
Yy KOHKPETHOMY JIOTOBOPi Ta B MaOyTHbOMY IPU HACTaHHI CTPAXOBOTO BHIIAJKY
CTpaxyBaJbHUK OTPHMAE BiILIOBIJHE CTPAXOBE BiAIIKOAYBaHHS.

BucHoBkH. TakuM YUHOM, PO3BHTOK iHCTHTYTY CTpaxyBaHHs KiOEppPHU3HUKIB € Tiep-
CIEKTHBHUM HAIPsSIMOM PO3BUTKY CTPaxOBOTO PHHKY B YKpaiHi, a TAKOK CKJIaJOBOIO
3a0e3neueHHs KibepOesneku. Ha xanb, B YkpaiHi IpakTUIHO HEPO3BUHEHMI Takuii
BHJI CTPAXyBaHHs, BiH 1epefyBae HA MOYATKOBOMY €TAIi CBOTO CTAHOBICHHS. M0ro
PO3BUTOK TMOTPeOY€ BiAMOBIAHOTO MPABOBOTO BPETYIIIOBAHHS, ICPKABHOTO CTUMYITIO-
BaHHs, IHHOBAIIHOTO MiAXOMY 3 ypaxyBaHHAM JOCBIIYy PO3BUHYTHUX KpaiH CBITY.
30kpema, BOMY NPOLIECY MOXKE CIIPUSTH JIepXKaBHO-IIPHBATHA B3aeMOXIs y cdepi
kibepOesneku. Tak, 3akoHom Ykpainu «IIpo mpaBoBi 3acam 3abe3nedeHHs Kioepoes-
NeKH YKpaiHm» rnependadeHo nepioJuyHe MPOBE/ICHHS HAILIIOHAIBHOTO CaMITy 3 TpOo-
(eciliHuMu nocravyaabHUKaMK Oi3HEC-IIOCIIYT, BKIIOYAIOYN CTPaXOBUKIB, ayJUTOPIB,
IOPUCTIB, BU3HAUCHHS TXHBOI POJi y CIPHSHHI KpaIlOMy YIPaBIiHHIO PU3UKAMH Y
chepi kibepOesneku. Lle Moxe cTaTh BaYKJIMBHUM KPOKOM Y HArpsiMi CTBOPCHHS BiJI-
HOBIJHUX YMOB y KpaiHi A PO3BUTKY iHIyCTpii KibepOe3neku, CKIaioBoI0 SIKOi Ma€e
CTpaxOBUH 3aXUCT 1H(POPMALIHHUX TEXHONOTIH y cepi KOCMIUHOI AiSUIBHOCTI.

Kocmiuni iH(popMariiiiHi TEXHOJIOTT, K1 Bce OUIbIIE MPOHUKAIOTh B CKOHOMIYHI
1 colliaJibHI TIPOLIECH, 3yMOBIIIOIOTh HEOOXITHICTh PO3BUTKY CErMEHTa KibepcTpaxy-
BaHHS TaKOXK Yy cdepi KOCMIUHOI AsUTBHOCTI, SKMW 3a0e3redyBaTiMe BiAMOBIIHUI
CTPaxXOBUH 3aXUCT 1 BIANIKOAYBaHHS 30UTKIB JIJIsi KOMITEHCAIlil BUTPAT CTPaXyBallb-
HUKY BHACJIIJIOK BUHUKHEHHSI KiOepiHIUACHTIB Ta Kibeparak. [TuTaHHs cTpaxyBaH-
HS KiOeppu3UKiB MOBUHHI 3HAUTH CBOE a[IeKBAaTHE BiIOOPa’KEHHs B HalliOHAIEHOMY
3axkoHozaBcTBi. Hanpukian, y 3akoni Ykpainu «IIpo cTpaxyBaHHS» HEOOX1THO 4iTKO
BHU3HAUUTH CYTHICTh Ta OCOOJMBOCTI CTPaxyBaHHS KiOEPPU3HUKIB, MiCIle IIbOTO BUIY
B CHCTEMIi CTpaxyBaHHs, MEXaHI3MH HOTO 3aCTOCYBaHHS Ta iH.
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Krasilich Nataliia. Legal problems of insurance protection against cyber risks in
space activities

General global trends in space activities are largely related to the need to protect space
information technology from possible cyber threats. The issue of cybersecurity in space activities
needs to be thoroughly studied and resolved, as the current state of space activities and existing
mechanisms of international and state regulation do not provide a sufficient solution.

Disruption of the process of receiving and exchanging information through space
information systems can lead to significant consequences. The growing number of cyber threats
is becoming more common and destructive. Therefore, the assessment of cyber vulnerabilities
in space systems is an important task that must be addressed both at the stage of creation and
development, and in the operation of such systems. This, in turn, requires the availability of
tools to address the above tasks and qualified personnel.

One of the legal ways to protect against the negative effects of cyber threats, including in
the field of space activities, may be cyber risk insurance, as a financial and legal mechanism for
compensation, loss of losses caused by cyber attacks. In Ukraine, cyber insurance is in its infancy
and needs to develop innovative approaches to further development, taking into account the accu-
mulated positive experience of foreign countries in this area. At the moment, insurance companies
are only developing the practice of cyber risk insurance and such insurance contracts are isolated.

In the current environment, as a rule, the issue of cyber risk insurance is included in
comprehensive property insurance contracts, liability insurance, financial risks, which
significantly limits the compensation of damages. The main difficulty in the process of
indemnification under a cyber risk insurance contract is to record the fact of the insured event,
the amount of damage and prove the causal link between the insured event and the claimed
losses, as the amount of damage must not only be calculated but also documented.

Space information technologies, which are increasingly penetrating economic and social
processes, necessitate the development of a segment of cyber insurance in the field of space activities,
which will provide adequate insurance protection and compensation for damages to the insured
due to cyber incidents. Cyber risk insurance issues should be reflected in national legislation.

Key words: space activity, cyber security, cyber threat, cyber risk insurance, cyber incident.
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ENEKTPOHHA ®OPMA 1OrOBOPY:
NEPCNEKTUBU 3ACTOCYBAHHA Y COEPI NEPEXOAY NPAB
HA 3EMJTIO TA IHWLY HEPYXOMICTb

Cmamms npucesiuena NUManHAM 3aCmMOCy8aHHs eneKmpoHHOI hopmu 002060py y chepi 0060-
POy HEPYXOMOCHIi. ABMOp AHANIZYE PUBUKU, WO NO8 A3AHI 3 3ACMOCYBAHHAM €1eKMPOHHOL hopmu
002080pY, iMepamypy, sIKa CMOCYEMbCS NOPYUEHO20 NUMAHHSL, 3AKOHOOABCMEO MA CY008Y NPAK-
muKxy Ykpainu, Haoae nponouyii Wjooo YHUKHEHHs PUBUKIE Ma 600CKOHALEHHS 3AKOHO0ABCMEA Y
yii cghepi. Aemop obIpyHmMOBy€e ma nPONOHyeE: nepeix 6UMoe 00 eleKmMPOHHUX OOKYMEHMIB, AKUM
60HU MarOmb GIONOGIOaMu; HA PIGHI 3aKoHy cid eusHamu, wo EI, inwi 3acobu ioenmugbikayii,
aitinu ma naponi nosunHi Gymu npeomemom npagosoi OXOpoHU y KPUMIHATLHOMY 3AKOHOOABCMGI,

*Polivodskyi Oleksandr, Candidate of Juridical Sciences (Ph. D.), Docent
© O.A.MNoniBoacbkuit, 2021



